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Cisco Device

Name

Host Name
Startup Config
Config-Register
Banner MOTD
Enable Password

Service Password
Encryption
Clock Timezone

VTY Lines
Boot System Files
<system file>
Flash Files
<flash file names>

y

< < < <

<

Variable

Type

Comment

String

Number
String
String
Boolean

String

String

String

Cloud Device

Name
Frame-Relay
Connections
<Connection
Node>
DSL Connections
<DSL
Connections>
Cable Connections
<Cable
Connections>

Variable

Type

Special

Special

Special

Comment

<fromPortName> <sublink> :
<toPortName> <sublink>

<fromPortName> : <toPortName>

<fromPortName> : <toPortName>

All Devices

Name
Power

Variable

y

Type
Boolean

Comment

PC

Name
Default Gateway

Variable

y

Type
P
Address

Comment
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Routers
Name Variable Type Comment
User Names
<User Name y Special <username>-<password>
Password Pair>
Switches
Name Variable Type Comment
VLANS HEAD
<VlanNumber> Number
<VlanName> String
VLAN Name
Default Gateway y IP
Address

Terminal Line Devices

Name
Enable Secret

Variable Type Comment
y String

Linksys

Name
Internet Connection
Router IP
Ports
Internet
IP Address
Subnet Mask
LAN
IP Address
Subnet Mask
Default Gateway

DNS Server IP
Security Mode
Single Port
Forwarding
Password
Remote
Management

Variable Type Comment
y Enum Dhcp = 0, 1=PPPoE, 2=Static

y 1P
Address

y Enum 0 = None, 1=WEP

String
y Boolean

<
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Cloud Pots Port

Name Variable Type Comment

Phone Number Special <areacode>-<prefix>-<number>
Cloud Serial Port

Name Variable Type Comment

Frame Relay

LMI Type y Enum 0 = Ansi, 1= Cisco, 2 =Q933a
Sublinks

<sublink name> y String

Frame Relay Sub Interface Port

Name Variable Type Comment
Type (Point-to-Point/ | y Enum 0 = Multipoint, PointToPoint =1
MultiPoint)
Port
Name Variable Type Comment
Power y Boolean
Bandwidth y Boolean
Duplex y Boolean
MAC Address y Mac
Address
MAC Address y Mac
Address

Clock Rate y String
Description y String
Host Port
Name Variable Type Comment
IP Address y IP

Address
Subnet Mask y IP

Address
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Router Port
Name Variable Type Comment
Access-group In y
Access-group Out y
CDP Enabled y Boolean
NAT Mode y Enum 0 =None, 1= Natlnside, 2 =
eNatOutside
Bandwidth Info y Number
Delay y Number
EIGRP Hello Interval
RIP Split Horizon y Boolean
EIGRP Summary
Addresses
Autonomous System Number
OSPF Authentication |y
OSPF Authentication |y String
Key
OSPF Cost y Number
OSPF Dead-Interval |y Number
OSPF Hello-Interval |y Number
OSPF Message
Digest Key
Key ID [[ID]] y Number
OSPF Priority y Number
Keepalive y Boolean
Encapsulation
Keepalive y Boolean
PPP
Authentication y Enum 0 = No Authentication, 1 =Chap, 2
=Pap, 3 =PapChap, 4 = ChapPap
Frame Relay
Encapsulation Type |y Enum 0 = Cisco, 1 =IETF, 2 = Default
LMI Type y Enum 0= Ansi, 1=Cisco, 2=0Q933a
IP Maps
802.1Q
VLAN ID y Number
Native VLAN
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Switch Port
Name Variable Type Comment
Port Mode y Boolean
Access VLAN y Number
Native VLAN y Number
Trunk VLANs
<name> y String
Voice Vlan y Number
Nonegotiate y Boolean
Dynamic Mode y Enum 0 = Dynamic Desirable, 1 = Dynamic
Auto, 2 = Operation Trunk, 3 =
Operation Access
Terminal Line
Name Variable Type Comment
RS232
VTY Line Number
Console Line
Speed y Number
Data Bits y Number
Parity y Enum 0=Even, 1 =Mark, 2=None, 3=
Odd, 4 =Space
Stop Bits y String
Flow Control y Enum 0 =None, 1 =Hardware, 2 =Software
History Size y Number
MOTD Banner y Boolean
Login y Enum 0 =No Login, 1= Login, 3 = Login
Local
Password y String
Session Limit y Number
Access Control In | y String
Access Control y String
Out
Routing
Name Variable Type Comment
Routes

Static Routes
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<static route> y Special <destinationPrefix>-
<destionationPrefixBits>-
<forwardRoutersIP>-0
Default Networks
<default y 1P
network> Address
RIP
Name Variable Type Comment
RIP
Version y Number
Auto Summary y Boolean
Default y Boolean
Information
Originate
Timers Basic
Networks
<network address> |y IP
Address
Passive Interface HEAD
Default y Boolean
EIGRP
Name Variable Type Comment
Autonomous Number
System #
Auto Summary y Boolean
Networks Head
<network address |y Special <networkNumber>
String> <eigrpWildcardBits>
Passive Interface
Default y Boolean
Metrics
Variance y Number
OSPF
Name Variable Type Comment
Process ID Number

Area
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Authentication
Area # y Number
Default y Enum 0 =No Default Info Originate , 1 =
Information Default Info Originate, 2 = Default Info
Originate Originate Always
Log Adjacengy y Enum 0 =No Log Change , 1 = Log Change, 2
Changes = Log Change Detail
Passive Interface
Default
Networks

<route String> y Special <networkNumber>

<OSPFWildcardMask> <arealdNumber>

Port Security
Name Variable Type Comment
Static MAC

<mac address> y Mac

Address

Type y Enum 0 = Shutdown, 1 =Protect, 2 =Restrict
Maximum Static y Number
MACs
CcDpP
Name Variable Type Comment
CDP Enabled Boolean
ACL
Name Variable Type Comment

<ACL Name> y String
DHCP Pool
Name Variable Type Comment
Pool String
DNS server IP y IP

Address
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DHCP Server
Name Variable Type Comment
DHCP Enable y Boolean
Start IP Address y IP
Address
Max User y IP
Address
Default Gateway y 1P
Address
DNS Server IP y IP
Address
Pools
Excluded Addresses
<addresses> y 1P
Address
NAT
Name Variable Type Comment
NAT
Pools
<pool name> y String
Inside Source List
<list number> y Number
Inside Source Static
<static entry> y Special <udp|tcp>
<insideLocalIP>
<portNumber>
<InsideGloballp>
<portNumber>
STP
Name Variable Type Comment
VLANSs
<Vlan Number> y Number
Priority
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Wireless
Name Variable Type Comment
Wireless
SSID
Security Mode
WEP Key
HTTP Server
Name Variable Type Comment
HTTP Enable y Boolean
VTP
Name Variable Type Comment
VTP
Domain Name y String
VTP Mode y Enum 0 =VtpServer, 1 =VtpClient, 2 =
VtpTransparent
VTP Password y String
VTP Version y Number
TFTP
Name Variable Type Comment
TFTP Enable y Boolean
DNS Client
Name Variable Type Comment
IP Domain-Lookup |y Boolean
IP Name Server y IP
Address
IP Host
Host <ipaddress> y IP
Address
DNS Server
Name Variable Type Comment
DNS Enable y Boolean
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Domain Name
<name> y String
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Module Thumbnails Description
Name
HWIC- The HWIC-4ESW provides 4 switching ports.
4ESW
WIC-1AM The WIC-1AM card features dual RJ-11

connectors, which are used for basic telephone
service connection. The WIC-1AM uses one
port for connection to a standard telephone
line, and the other port can be connected to a
basic analog telephone for use when the
modem is idle.

WIC- The WIC-1ENET is a single-port 10 Mbps

1ENET Ethernet interface card, for use with 10BASE-
T Ethernet LANSs.

WIC-1T The WIC-IT provides a single port serial

connection to remote sites or legacy serial
network devices such as Synchronous Data
Link Control (SDLC) concentrators, alarm
systems, and packet over SONET (POS)
devices.

WIC-2AM The WIC-2AM card features dual RJ-11
connectors, which are used for basic telephone
service connection. The WIC-2AM has two
modem ports to allow multiple data
communication connections.

WIC-2T The 2-port asynchronous/synchronous serial
network module provides flexible multi-
protocol support, with each port individually
configurable in synchronous or asynchronous
mode, offering mixed-media dial support in a
single chassis. Applications for
Asynchronous/Synchronous support include:
Low speed WAN aggregation (up to 128
Kbps), dial-up modem support, Async or Sync
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WIC-Cover

connections to management ports of other
equipment, and transport of legacy protocols
such as Bi-sync and SDLC.

The WIC-Cover is a standard WAN Interface
Card cover.

2620XM 0 pno

Module
Name

Thumbnails

Description

NM-1E

NM-
1E2W

NM-1FE-
FX

NM-1FE-
TX

The NM-1E features a single Ethernet
port that can connect a LAN backbone
which can also support either six PRI
connections to aggregate ISDN lines, or
24 synchronous/asynchronous ports.
The NM-1E2W provides a single
Ethernet port with two WIC slots that can
support a single Ethernet LAN, together
with two serial/ISDN backhaul lines, and
still allow multiple serial or ISDN in the
same chassis.

The NM-1FE-FX Module provides 1
Fast-Ethernet interface for use with fiber
media. Ideal for a wide range of LAN
applications, the Fast Ethernet network
modules support many internetworking
features and standards. Single port
network modules offer autosensing
10/100BaseTX or 100BaseFX Ethernet.
The NM-1FE-TX Module provides 1
Fast-Ethernet interface for use with
copper media. Ideal for a wide range of
LAN applications, the Fast Ethernet
network modules support many
internetworking features and standards.
Single port network modules offer
autosensing 10/100BaseTX or
100BaseFX Ethernet. The TX
(copper)version supports virtual LAN
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NM-
1FE2W

NM-
2E2W

NM-
2FE2W

NM-2W

NM-4A/S

(VLAN) deployment.

The NM-1FE2W Module provides 1
Fast-Ethernet interface for use with
copper media, in addition to 2 Wan
Interface Card expansion slots. Ideal for a
wide range of LAN applications, the Fast
Ethernet network modules support many
internetworking features and standards.
Single port network modules offer
autosensing 10/100BaseTX or
100BaseFX Ethernet. The TX (copper)
version supports virtual LAN (VLAN)
deployment.

The NM-2E2W provides two Ethernet
ports with two WIC slots that can support
two Ethernet LANS, together with two
serial/ISDN backhaul lines, and still
allow multiple serial or ISDN in the same
chassis.

The NM-2FE2W Module provides 2
Fast-Ethernet interface for use with
copper media, in addition to 2 Wan
Interface Card expansion slots. Ideal for a
wide range of LAN applications, the Fast
Ethernet network modules support many
internetworking features and standards.
The NM-2W Module provides 2 Wan
Interface Card expansion slots. It can be
used with a broad range of interface cards
supporting a diverse array of physical
media and network protocols.

The 4-port asynchronous/synchronous
serial network module provides flexible
multi-protocol support, with each port
individually configurable in synchronous
or asynchronous mode, offering mixed-
media dial support in a single chassis.
Applications for
Asynchronous/Synchronous support
include: Low speed WAN aggregation
(up to 128 Kbps), dial-up modem
support, Async or Sync connections to
management ports of other equipment,
and transport of legacy protocols such as
Bi-sync and SDLC.
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NM-4E

NM-8A/S

NM-8AM

NM-
Cover

WIC-
1AM

WIC-1T
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The NM-4E features four Ethernet ports
for multifunction solutions that require
higher-density Ethernet than the mixed-
media network modules.

The 8-port asynchronous/synchronous
serial network module provides flexible
multi-protocol support, with each port
individually configurable in synchronous
or asynchronous mode, offering mixed-
media dial support in a single chassis.
Applications for
Asynchronous/Synchronous support
include: Low speed WAN aggregation
(up to 128 Kbps), dial-up modem
support, Async or Sync connections to
management ports of other equipment,
and transport of legacy protocols such as
Bi-sync and SDLC.

The NM-8AM Integrated V.92 analog
modem network module provides cost-
effective analog telephone service
connectivity for lower-density remote-
access service (RAS), dial-out and fax-
out modem access, asynchronous dial-on-
demand routing (DDR) plus dial backup,
and remote router management. Both the
8-port and 16-port versions use RJ-11
jacks to connect the integrated modems
to basic analog telephone lines on the
public switched telephone network
(PSTN) or private telephony systems.
The NM-Cover is a standard network
module cover.

The WIC-1AM card features dual RJ-11
connectors, which are used for basic
telephone service connection. The WIC-
1AM uses one port for connection to a
standard telephone line, and the other
port can be connected to a basic analog
telephone for use when the modem is
idle.

The WIC-1T provides a single port serial
connection to remote sites or legacy
serial network devices such as
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WIC-
2AM

WIC-2T

WIC-
Cover

Synchronous Data Link Control (SDLC)
concentrators, alarm systems, and packet
over SONET (POS) devices.

The WIC-2AM card features dual RJ-11
connectors, which are used for basic
telephone service connection. The WIC-
2AM has two modem ports to allow
multiple data communication
connections.

The 2-port asynchronous/synchronous
serial network module provides flexible
multi-protocol support, with each port
individually configurable in synchronous
or asynchronous mode, offering mixed-
media dial support in a single chassis.
Applications for
Asynchronous/Synchronous support
include: Low speed WAN aggregation
(up to 128 Kbps), dial-up modem
support, Async or Sync connections to
management ports of other equipment,
and transport of legacy protocols such as
Bi-sync and SDLC.

The WIC-Cover is a standard WAN
Interface Card cover.

2621XM b pne

il g0 2620XM Jas asled b s ol 4y bgs 1o sl Jsile

2821 b s




ARTA

S amolS sl 4l (5 3w At spilend v/

Module
Name

Thumbnails

Description

NM-1E

NM-1E2W

NM-1FE-
FX

NM-1FE-
TX

NM-
1FE2W

The NM-1E features a single Ethernet
port that can connect a LAN backbone
which can also support either six PRI
connections to aggregate ISDN lines, or
24 synchronous/asynchronous ports.
The NM-1E2W provides a single
Ethernet port with two WIC slots that
can support a single Ethernet LAN,
together with two serial/ISDN backhaul
lines, and still allow multiple serial or
ISDN in the same chassis.

The NM-1FE-FX Module provides 1
Fast-Ethernet interface for use with fiber
media. Ideal for a wide range of LAN
applications, the Fast Ethernet network
modules support many internetworking
features and standards. Single port
network modules offer autosensing
10/100BaseTX or 100BaseFX Ethernet.
The NM-1FE-TX Module provides 1
Fast-Ethernet interface for use with
copper media. Ideal for a wide range of
LAN applications, the Fast Ethernet
network modules support many
internetworking features and standards.
Single port network modules offer
autosensing 10/100BaseTX or
100BaseFX Ethernet. The TX
(copper)version supports virtual LAN
(VLAN) deployment.

The NM-1FE2W Module provides 1
Fast-Ethernet interface for use with
copper media, in addition to 2 Wan
Interface Card expansion slots. Ideal for
a wide range of LAN applications, the
Fast Ethernet network modules support
many internetworking features and
standards. Single port network modules
offer autosensing 10/100BaseTX or
100BaseFX Ethernet. The TX (copper)
version supports virtual LAN (VLAN)
deployment.
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NM-2E2W

NM-
2FE2W

NM-2W

NM-4A/S

NM-4E

NM-8A/S
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The NM-2E2W provides two Ethernet
ports with two WIC slots that can
support two Ethernet LANs, together
with two serial/ISDN backhaul lines, and
still allow multiple serial or ISDN in the
same chassis.

The NM-2FE2W Module provides 2
Fast-Ethernet interface for use with
copper media, in addition to 2 Wan
Interface Card expansion slots. Ideal for
a wide range of LAN applications, the
Fast Ethernet network modules support
many internetworking features and
standards.

The NM-2W Module provides 2 Wan
Interface Card expansion slots. It can be
used with a broad range of interface
cards supporting a diverse array of
physical media and network protocols.
The 4-port asynchronous/synchronous
serial network module provides flexible
multi-protocol support, with each port
individually configurable in synchronous
or asynchronous mode, offering mixed-
media dial support in a single chassis.
Applications for
Asynchronous/Synchronous support
include: Low speed WAN aggregation
(up to 128 Kbps), dial-up modem
support, Async or Sync connections to
management ports of other equipment,
and transport of legacy protocols such as
Bi-sync and SDLC.

The NM-4E features four Ethernet ports
for multifunction solutions that require
higher-density Ethernet than the mixed-
media network modules.

The 8-port asynchronous/synchronous
serial network module provides flexible
multi-protocol support, with each port
individually configurable in synchronous
or asynchronous mode, offering mixed-
media dial support in a single chassis.
Applications for
Asynchronous/Synchronous support
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NM-8AM

NM-Cover

NM-ESW-
161

HWIC-
4ESW

WIC-1AM

WIC-
1ENET

WIC-1T

include: Low speed WAN aggregation
(up to 128 Kbps), dial-up modem
support, Async or Sync connections to
management ports of other equipment,
and transport of legacy protocols such as
Bi-sync and SDLC.

The NM-8AM Integrated V.92 analog
modem network module provides cost-
effective analog telephone service
connectivity for lower-density remote-
access service (RAS), dial-out and fax-
out modem access, asynchronous dial-
on-demand routing (DDR) plus dial
backup, and remote router management.
Both the 8-port and 16-port versions use
RJ-11 jacks to connect the integrated
modems to basic analog telephone lines
on the public switched telephone
network (PSTN) or private telephony
systems.

The NM-Cover is a standard network
module cover.

The NM-ESW-161 provides 16
switching ports.

The HWIC-4ESW provides 4 switching
ports.

The WIC-1AM card features dual RJ-11
connectors, which are used for basic
telephone service connection. The WIC-
1AM uses one port for connection to a
standard telephone line, and the other
port can be connected to a basic analog
telephone for use when the modem is
idle.

The WIC-1ENET is a single-port 10
Mbps Ethernet interface card, for use
with 10BASE-T Ethernet LANs.

The WIC-I1T provides a single port serial
connection to remote sites or legacy
serial network devices such as
Synchronous Data Link Control (SDLC)
concentrators, alarm systems, and packet
over SONET (POS) devices.
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WIC-2AM

WIC-2T

WIC-
Cover

The WIC-2AM card features dual RJ-11
connectors, which are used for basic
telephone service connection. The WIC-
2AM has two modem ports to allow
multiple data communication
connections.

The 2-port asynchronous/synchronous
serial network module provides flexible
multi-protocol support, with each port
individually configurable in synchronous
or asynchronous mode, offering mixed-
media dial support in a single chassis.
Applications for
Asynchronous/Synchronous support
include: Low speed WAN aggregation
(up to 128 Kbps), dial-up modem
support, Async or Sync connections to
management ports of other equipment,
and transport of legacy protocols such as
Bi-sync and SDLC.

The WIC-Cover is a standard WAN
Interface Card cover.

Router-PT ob puo

Module Name

Thumbnail

Description

PT-ROUTER-
NM-1AM

PT-ROUTER-
NM-1CE

The PT-ROUTER-NM-1AM card features dual
RJ-11 connectors, which are used for basic
telephone service connection. The WIC-1AM uses
one port for connection to a standard telephone
line, and the other port can be connected to a basic
analog telephone for use when the modem is idle.
The PT-ROUTER-NM-1CE features a single
Ethernet port that can connect a LAN backbone
which can also support either six PRI connections
to aggregate ISDN lines, or 24
synchronous/asynchronous ports.
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PT-ROUTER-
NM-1CFE

PT-ROUTER-
NM-1CGE

PT-ROUTER-
NM-1FFE

PT-ROUTER-
NM-1FGE

PT-ROUTER-

NM-1S

PT-ROUTER-
NM-1SS

SEEESEI

==

The PT-ROUTER-NM-1CFE Module provides 1
Fast-Ethernet interface for use with copper media.
Ideal for a wide range of LAN applications, the
Fast Ethernet network modules support many
internetworking features and standards. Single
port network modules offer autosensing
10/100BaseTX or 100BaseFX Ethernet. The TX
(copper)version supports virtual LAN (VLAN)
deployment.

The single-port Cisco Gigabit Ethernet Network
Module (part number PT-ROUTER-NM-1CGE)
provides Gigabit Ethernet copper connectivity for
access routers. The module is supported by the
Cisco 2691, Cisco 3660, Cisco 3725, and Cisco
3745 series routers. This network module has one
gigabit interface converter (GBIC) slot to carry
any standard copper or optical Cisco GBIC.

The PT-ROUTER-NM-1FFE Module provides 1
Fast-Ethernet interface for use with fiber media.
Ideal for a wide range of LAN applications, the
Fast Ethernet network modules support many
internetworking features and standards. Single
port network modules offer autosensing
10/100BaseTX or 100BaseFX Ethernet.

The single-port Cisco Gigabit Ethernet Network
Module (part number PT-ROUTER-NM-1FGE)
provides Gigabit Ethernet copper connectivity for
access routers. The module is supported by the
Cisco 2691, Cisco 3660, Cisco 3725, and Cisco
3745 series routers. This network module has one
gigabit interface converter (GBIC) slot to carry
any standard copper or optical Cisco GBIC.

The PT-ROUTER-NM-18S provides a single port
serial connection to remote sites or legacy serial
network devices such as Synchronous Data Link
Control (SDLC) concentrators, alarm systems, and
packet over SONET (POS) devices.

The 2-port asynchronous/synchronous serial
network module provides flexible multi-protocol
support, with each port individually configurable
in synchronous or asynchronous mode, offering
mixed-media dial support in a single chassis.
Applications for Asynchronous/Synchronous
support include: Low speed WAN aggregation (up
to 128 Kbps), dial-up modem support, Async or
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Sync connections to management ports of other
equipment, and transport of legacy protocols such
as Bi-sync and SDLC.
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2950T-24 z5eu
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Switch-PT zdow

PT-SWITCH-NM-
ICE

The PT-SWITCH-NM-1CE features a single Ethernet
port that can connect a LAN backbone which can also
support either six PRI connections to aggregate ISDN
lines, or 24 synchronous/asynchronous ports.

PT-SWITCH-
NM-1CFE

PT-SWITCH-
NM-1CGE

The PT-SWITCH-NM-1CFE Module provides 1 Fast-
Ethernet interface for use with copper media. Ideal for a
wide range of LAN applications, the Fast Ethernet
network modules support many internetworking features
and standards. Single port network modules offer
autosensing 10/100BaseTX or 100BaseFX Ethernet.
The TX (copper)version supports virtual LAN (VLAN)
deployment.

The single-port Cisco Gigabit Ethernet Network Module
(part number PT-SWITCH-NM-1CGE) provides
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PT-SWITCH-
NM-1FFE

PT-SWITCH-
NM-1FGE

Gigabit Ethernet copper connectivity for access routers.
The module is supported by the Cisco 2691, Cisco 3660,
Cisco 3725, and Cisco 3745 series routers. This network
module has one gigabit interface converter (GBIC) slot
to carry any standard copper or optical Cisco GBIC.

The PT-SWITCH-NM-1FFE Module provides 1 Fast-
Ethernet interface for use with fiber media. Ideal for a
wide range of LAN applications, the Fast Ethernet
network modules support many internetworking features
and standards. Single port network modules offer
autosensing 10/100BaseTX or 100BaseFX Ethernet.
The single-port Cisco Gigabit Ethernet Network Module
(part number PT-SWITCH-NM-1FGE) provides

Gigabit Ethernet optical connectivity for access routers.
The module is supported by the Cisco 2691, Cisco 3660,
Cisco 3725, and Cisco 3745 series routers. This network
module has one gigabit interface converter (GBIC) slot
to carry any standard copper or optical Cisco GBIC.

Bridge-PT |
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PC-PT

Module Name Thumbnail Description
Linksys- The wireless interface module provides
WMP300N one 2.4GHz wireless interface suitable for

connection to 802.11b networks. The
module operates at 11 Megabits/second
and supports protocols that use Ethernet

for LAN access.
PC-HOST- The PT-HOST-NM-1AM card features
NM-1AM dual RJ-11 connectors, which are used for

basic telephone service connection. The
WIC-1AM uses one port for connection to
a standard telephone line, and the other
port can be connected to a basic analog
telephone for use when the modem is idle.
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PC-HOST-
NM-1CE

PC-HOST-
NM-1CFE

PC-HOST-
NM-1CGE

PC-HOST-
NM-1FFE

PC-HOST-
NM-1FGE

The PT-HOST-NM-1CE features a single
Ethernet port that can connect a LAN
backbone which can also support either
six PRI connections to aggregate ISDN
lines, or 24 synchronous/asynchronous
ports.

The PT-HOST-NM-1CFE Module
provides 1 Fast-Ethernet interface for use
with copper media. Ideal for a wide range
of LAN applications, the Fast Ethernet
network modules support many
internetworking features and standards.
Single port network modules offer
autosensing 10/100BaseTX or 100BaseFX
Ethernet. The TX (copper)version
supports virtual LAN (VLAN)
deployment.

The single-port Cisco Gigabit Ethernet
Network Module (part number PT-HOST-
NM-1CGE) provides Gigabit Ethernet
copper connectivity for access routers.
The module is supported by the Cisco
2691, Cisco 3660, Cisco 3725, and Cisco
3745 series routers. This network module
has one gigabit interface converter (GBIC)
slot to carry any standard copper or optical
Cisco GBIC.

The PT-HOST-NM-1FFE Module
provides 1 Fast-Ethernet interface for use
with fiber media. Ideal for a wide range of
LAN applications, the Fast Ethernet
network modules support many
internetworking features and standards.
Single port network modules offer
autosensing 10/100BaseTX or 100BaseFX
Ethernet.

The single-port Cisco Gigabit Ethernet
Network Module (part number PT-HOST-
NM-1FGE) provides Gigabit Ethernet
optical connectivity for access routers.
The module is supported by the Cisco
2691, Cisco 3660, Cisco 3725, and Cisco
3745 series routers. This network module
has one gigabit interface converter (GBIC)
slot to carry any standard copper or optical




SPomolS s 4l (5 lw At 2pilend v/

Cisco GBIC.
PC-HOST- The wireless interface module provides
NM-1W one 2.4GHz wireless interface suitable for

connection to 802.11b networks. The
module operates at 11 Megabits/second
and supports protocols that use Ethernet

for LAN access.
Server-PT
PC-PT sl Jgjlbe sy 3l PC-HOST-NM-1AM Jg5le 120 5 Cowl Sl SO Jolds yg s
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Hub-PT

Module Name

Thumbnail

Description

PT-REPEATER-
NM-1CE

PT-REPEATER-
NM-1CFE

PT-REPEATER-
NM-1CGE

PT-REPEATER-
NM-1FFE

-
—-—

The PT-REPEATER-NM-1CE features a single
Ethernet port that can connect a LAN backbone
which can also support either six PRI
connections to aggregate ISDN lines, or 24
synchronous/asynchronous ports.

The PT-REPEATER-NM-1CFE Module
provides 1 Fast-Ethernet interface for use with
copper media. Ideal for a wide range of LAN
applications, the Fast Ethernet network modules
support many internetworking features and
standards. Single port network modules offer
autosensing 10/100BaseTX or 100BaseFX
Ethernet. The TX (copper)version supports
virtual LAN (VLAN) deployment.

The single-port Cisco Gigabit Ethernet Network
Module (part number PT-REPEATER-NM-
1CGE) provides Gigabit Ethernet copper
connectivity for access routers. The module is
supported by the Cisco 2691, Cisco 3660, Cisco
3725, and Cisco 3745 series routers. This
network module has one gigabit interface
converter (GBIC) slot to carry any standard
copper or optical Cisco GBIC.

The PT-REPEATER-NM-1FFE Module
provides 1 Fast-Ethernet interface for use with
fiber media. Ideal for a wide range of LAN
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applications, the Fast Ethernet network modules
support many internetworking features and
standards. Single port network modules offer
autosensing 10/100BaseTX or 100BaseFX

Ethernet.
PT-REPEATER- The single-port Cisco Gigabit Ethernet Network
NM-1FGE Module (part number PT-REPEATER-NM-

1FGE) provides Gigabit Ethernet optical
connectivity for access routers. The module is
supported by the Cisco 2691, Cisco 3660, Cisco
3725, and Cisco 3745 series routers. This
network module has one gigabit interface
converter (GBIC) slot to carry any standard
copper or optical Cisco GBIC.

Repeater-PT

AccessPoint-PT

LinkSysWRT300N
g Sl oyl Coll Gyg Vg s Bl ol @y Bl SO el a5 ! s b e SO
455 s ity |, sl
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Device Name

Thumbnail

Description

PT-CLOUD-
NM-1AM

PT-CLOUD-
NM-1CE

PT-CLOUD-
NM-1CX

The PT-CLOUD-NM-1AM card features
dual RJ-11 connectors, which are used for
basic telephone service connection. The
WIC-1AM uses one port for connection to a
standard telephone line, and the other port
can be connected to a basic analog
telephone for use when the modem is idle.
The PT-CLOUD-NM-ICE features a single
Ethernet port that can connect a LAN
backbone which can also support either six
PRI connections to aggregate ISDN lines,
or 24 synchronous/asynchronous ports.

The PT-CLOUD-NM-1CX card features a
single coaxial connector, which are used for
cable modem service connection.
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PT-CLOUD- The PT-CLOUD-NM-1S provides a single
NM-1S port serial connection to remote sites or
legacy serial network devices such as
Synchronous Data Link Control (SDLC)
concentrators, alarm systems, and packet
over SONET (POS) devices.

DSL.-Modem-PT
WS oo Slatiy Ol S 5l poge cpl

Device Name Thumbnail Description
PT-MODEM- The PT-MODEM-NM-1CE features a single
NM-1CE Ethernet port that can connect a LAN backbone

which can also support either six PRI connections
to aggregate ISDN lines, or 24
synchronous/asynchronous ports.

PT-MODEM- The PT-MODEM-NM-1CFE Module provides 1
NM-1CFE Fast-Ethernet interface for use with copper media.
Ideal for a wide range of LAN applications, the
Fast Ethernet network modules support many
internetworking features and standards. Single port
network modules offer autosensing 10/100BaseTX
or 100BaseFX Ethernet. The TX (copper)version
supports virtual LAN (VLAN) deployment.
PT-MODEM- The single-port Cisco Gigabit Ethernet Network
NM-1CGE Module (part number PT-MODEM-NM-1CGE)
provides Gigabit Ethernet copper connectivity for
access routers. The module is supported by the
Cisco 2691, Cisco 3660, Cisco 3725, and Cisco
3745 series routers. This network module has one
gigabit interface converter (GBIC) slot to carry any
standard copper or optical Cisco GBIC.
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Cable-Modem-PT
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RIP default update 30 sec
RIP default timeout 3 min
RIP default flush timeout 4 min
RIP default hold-down 3 min
MAC table entry timeout 5 min
ARP request timer 2 sec
ARP table entry timeout 4 hrs
CDP update timer 1 min
CDP neighbor hold-down timer 3 min
DHCEP client timeout 5 sec
CSMA/CD waiting time to resend random
LMI timeout 15 sec
LMI signaling 5 sec
Inverse ARP 30 sec
HDLC keepalive 5 sec
HDLC timeout 15 sec
NAT entries timeout Depends on the encapsulation protocol
NAT entry encapsulated in a UDP 5 min
NAT entry encapsulated in a TCP 24 hrs
NAT entry encapsulated in a IC 1 min
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CHAP timeout 5 sec
CHAP re-authenticate timeout 10 sec
DIALING no answer timeout 5 sec
DIALING no dial tone timeout 2 sec
PPP keepalive interval 5 sec
Timeout 15 sec
EIGRP Hello time interval period 5 sec
EIGRP Hold time interval period 15 sec
ICMP 1 ms
STP Max Age 20 sec
STP Hello 2 sec
STP Forward Delay 15 sec
STP Topolgy Change Notify Timer 2 sec
STP Topolgy Change Timer 35 sec
OSPF SPF Hold Time 10 sec
OSPF LS Refresh Time 30 min
OSPF SPF Delay Timer 5 sec
OSPF LSA Retransmission Time 5 sec
OSPF minimum LSA Arrival Time 1 sec
OSPF Delayed Acknowledgment Timer |2.5 sec
OSPF Dead Interval 40 sec
OSPF Hello 10 sec
OSPF Wait Interval 40 sec
TCP Connection Timeout 60 sec
TCP Retransmission Timeout 0.1 sec
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TCP Inactivity Timeout 5 min
TCP Close Timeout 10 sec
DNS Request Timeout 3 sec

DHCP Timeout 5 sec

DHCP Discovery Timeout 55 sec
DTP Hello 30 sec
DTP Timeout 5 min
Password Timeout 30 sec
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User Mode

° <1-99>

L connect

° disconnect

° enable

° exit

. logout

. ping WORD

. resume [ <1-16>| WORD |

° show
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cdp

entry
* [ protocol | version |
WORD [ protocol | version ]

interface
Ethernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
FastEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
GigabitEthernet <0-9>/<0-24>[ . ][ <0-

4294967295> ]

Serial <0-9>/<0-24>

neighbors [ detail ]

clock
controllers
Ethernet <0-9>/<0-24>
FastEthernet <0-9>/<0-24>
GigabitEthernet <0-9>/<0-24>
Serial <0-9>/<0-24>
flash:
frame-relay
Imi
map
pvc
<16-1022>
interface Serial <0-9>/<0-24> [ <16-1022> ]
history
hosts
interfaces
Ethernet <0-9>/<0-24>[ . ][ <0-4294967295> ] [ switchPort ]
FastEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ] [
switchPort ]
GigabitEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ] [
switchPort ]
Loopback <0-2147483647>
Serial <0-9>/<0-24>
Vlan <1-1005>
switchport
trunk
ip
dhcp binding
eigrp

interfaces [ <1-65535>]

neighbors [ <1-65535> ]

topology [ <1-65535>][ A.B.C.D AB.C.D]
" all-links
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traffic [ <1-65535> ]
interface
Ethernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
FastEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
GigabitEthernet <0-9>/<0-24>[ . ][ <0-
4294967295> ]
Loopback <0-2147483647>
Serial <0-9>/<0-24>
Vlan <1-1005>

brief
nat translations
ospf
<1-65535>
] <0-4294967295>
] database
] interface
. Ethernet <0-9>/<0-24> .
][ <0-4294967295> ]
= FastEthernet <0-9>/<0-
24>[ . ][ <0-4294967295> ]
. GigabitEthernet <0-
9>/<0-24>[ . ][ <0-4294967295> ]
" Loopback <0-
2147483647>
= Serial <0-9>/<(0-24>
. neighbor [ detail ]
" Ethernet <0-9>/<0-24>] .
][ <0-4294967295> ]
. FastEthernet <0-9>/<0-
24>[ . ][ <0-4294967295> |
. GigabitEthernet <0-
9>/<0-24>[ . ][ <0-4294967295> ]
. Loopback <0-
2147483647>
= Serial <0-9>/<(0-24>
] A.B.CD
] database
] interface
" Ethernet <0-9>/<0-24>] .
][ <0-4294967295> ]
= FastEthernet <0-9>/<0-
24>[ . ][ <0-4294967295> |
. GigabitEthernet <0-

9>/<0-24>[ . [ <0-4294967295> |
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. Loopback <0-
2147483647>
. Serial <0-9>/<0-24>
neighbor [ detail ]
" Ethernet <0-9>/<0-24>| .
][ <0-4294967295> ]
. FastEthernet <0-9>/<0-
24>[ . ][ <0-4294967295> ]
. GigabitEthernet <0-
9>/<0-24>[ . ][ <0-4294967295> ]
" Loopback <0-
2147483647>
. Serial <0-9>/<0-24>
database
interface

Ethernet <0-9>/<0-24>[ . ][ <0-
4294967295> ]

FastEthernet <0-9>/<0-24>[ . [
<0-4294967295> ]

GigabitEthernet <0-9>/<0-24>| .
[ <0-4294967295> ]

Loopback <0-2147483647>

Serial <0-9>/<0-24>

neighbor [ detail ]

Ethernet <0-9>/<0-24>[ . ][ <0-
4294967295> ]

FastEthernet <0-9>/<0-24>[ . ][
<0-4294967295> ]

GigabitEthernet <0-9>/<0-24>| .
[ <0-4294967295> ]

Loopback <0-2147483647>

Serial <0-9>/<0-24>

database
interface
Ethernet <0-9>/<0-24>[ . ][ <0-

4294967295> |

FastEthernet <0-9>/<0-24>[ . ][ <0-

4294967295> |

GigabitEthernet <0-9>/<0-24>[ . ][ <0-

4294967295> ]

Loopback <0-2147483647>
Serial <0-9>/<0-24>

neighbor [ detail ]
Ethernet <0-9>/<0-24>[ . ][ <0-
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4294967295> ]
. FastEthernet <0-9>/<0-24>[ . ][ <0-
4294967295> |
] GigabitEthernet <0-9>/<0-24>[ . ][ <0-
4294967295> ]
. Loopback <0-2147483647>
. Serial <0-9>/<0-24>
. protocols
. rip database
. route [ WORD | connected | eigrp | ospf <1-65535> | rip |
static |
e protocols
¢ sessions
¢ users
o version
o vlan-switch [ brief | id <1-1005> | name WORD ]
O vtp
- counters
= status
telnet [ WORD ]
traceroute WORD
Enable Mode
<1-99>
clear
o access-list counters [ <1-199> | <1300-2699> | WORD ]
e arp-cache
o cdp table
¢ frame-relay inarp
o ip
. nat translastion *
. route [ ¥ | A.B.C.D| A.B.C.D A.B.C.D |
e mac-address-table dynamic
o) vtp counters

clock set hh:mm:ss [ <1-31> MONTH <1993-2035> | MONTH <1-31>
<1993-2035> ]
configure [ terminal ]

connect [ WORD |
copy
o running-config
] startup-config

. tftp:
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o startup-config
. running-config
. tftp:
o tftp:
. flash:
. running-config
. startup-config
. debug
o eigrp
. fsm
. packets
o ip
. ospf
. adj
= events
. packet
" rip [ events |
. routing
. delete
o WORD
o flash:
. dir [ flash: ]
. disable
. disconnect <1-16>
. enable
. erase startup-config
. exit
. logout
o no
e debug
. all
. eigrp
. fsm
. packets
[ lp
. ospf
. adj
= events
. packet
" rip [ events |
. routing
. ping [ WORD ]

¢ [ Protocol | [ Target IP address | [ Repeat count | [ Datagram size | [
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Timeout in seconds | [ Extended commands ] [ Sweep range of sizes |
reload
resume [ <1-16> | WORD ]

setup
show
access-lists [ <1-999> | WORD ]
arp
cdp
. entry
. * [ protocol | version |
. WORD [ protocol | version ]
. interfaces
" Ethernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
" FastEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
" GigabitEthernet <0-9>/<0-24>[ . ][ <0-
4294967295> ]
. Serial <0-9>/<0-24>
] neighbors [ detail ]
clock
controllers
] Ethernet <0-9>/<0-24>
. FastEthernet <0-9>/<0-24>
. GigabitEthernet <0-9>/<0-24>
. Serial <0-9>/<0-24>
debugging
flash:
frame-relay
. Imi
. map
. pvc
" <16-1022>
" interface Serial <0-9>/<0-24> [ <16-1022> ]
history
hosts
interfaces
. Ethernet <0-9>/<0-24>[ . ][ <0-4294967295> ] [ switchPort ]
] FastEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ] [
switchPort ]
" GigabitEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ] [
switchPort ]
. Loopback <0-2147483647>
. Serial <0-9>/<0-24>
. Vlan <1-1005>

switchport
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ip

trunk

access-lists [ <1-199> | WORD ]
dhcp binding

eigrp

interfaces [ <1-65535>]

neighbors [ <1-65535> ]

topology [ <1-65535> ][ A.B.C.D AB.C.D]
all-links

traffic [ <1-65535> ]

interface

Ethernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
FastEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
GigabitEthernet <0-9>/<0-24>[ . ][ <0-

4294967295> ]

Loopback <0-2147483647>
Serial <0-9>/<0-24>
Vlan <1-1005>

nat translations

ospf

brief
<1-65535>
<0-4294967295>
database
interface

Ethernet <0-9>/<0-24>[ .
][ <0-4294967295> ]

FastEthernet <0-9>/<0-
24>[ . [ <0-4294967295> ]

GigabitEthernet <0-
9>/<0-24>[ . ][ <0-4294967295> ]

Loopback <0-
2147483647>

Serial <0-9>/<0-24>

neighbor [ detail ]

Ethernet <0-9>/<0-24>[ .
][ <0-4294967295> ]

FastEthernet <0-9>/<0-
24>[ . [ <0-4294967295> ]

GigabitEthernet <0-
9>/<0-24>[ . ][ <0-4294967295> ]

Loopback <0-
2147483647>

Serial <0-9>/<0-24>
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. A.B.C.D
. database
. interface
" Ethernet <0-9>/<0-24>] .
[ <0-4294967295> ]
. FastEthernet <0-9>/<0-
24>[ . ][ <0-4294967295> |
. GigabitEthernet <0-
9>/<0-24>[ . ][ <0-4294967295> ]
. Loopback <0-
2147483647>
" Serial <0-9>/<0-24>
] neighbor [ detail ]
" Ethernet <0-9>/<0-24>] .
][ <0-4294967295> ]
. FastEthernet <0-9>/<0-
24>[ . [ <0-4294967295> ]
. GigabitEthernet <0-
9>/<0-24>[ . ][ <0-4294967295> ]
" Loopback <0-
2147483647>
. Serial <0-9>/<0-24>
] database
] interface
. Ethernet <0-9>/<0-24>[ . ][ <0-
4294967295> ]
] FastEthernet <0-9>/<0-24>[ . [
<0-4294967295> |
. GigabitEthernet <0-9>/<0-24>| .
][ <0-4294967295> ]
. Loopback <0-2147483647>
. Serial <0-9>/<0-24>
] neighbor [ detail ]
. Ethernet <0-9>/<0-24>[ . ][ <0-
4294967295> ]
. FastEthernet <0-9>/<0-24>[ . [
<0-4294967295> |
. GigabitEthernet <0-9>/<0-24>| .
][ <0-4294967295> ]
. Loopback <0-2147483647>
. Serial <0-9>/<0-24>
. database
. interface

. Ethernet <0-9>/<0-24>[ . ][ <0-
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4294967295> ]
. FastEthernet <0-9>/<0-24>[ . ][ <0-
4294967295> ]
] GigabitEthernet <0-9>/<0-24>[ . ][ <0-
4294967295> ]
. Loopback <0-2147483647>
. Serial <0-9>/<0-24>
. neighbor [ detail ]
. Ethernet <0-9>/<0-24>[ . ][ <0-
4294967295> ]
. FastEthernet <0-9>/<0-24>[ . ][ <0-
4294967295> ]
] GigabitEthernet <0-9>/<0-24>[ . ][ <0-
4294967295> ]
. Loopback <0-2147483647>
. Serial <0-9>/<0-24>
. protocols
. rip database
. route [ WORD | connected | eigrp | ospf <1-65535> | rip |
static |

o mac-address-table [ static ]

o protocols

¢ running-config

¢ sessions

o spanning-tree [ vlan <1-1005> ]

¢ startup-config

o users

o version

¢ vlan-switch [ brief | id <1-1005> | name WORD ]

O vtp

= counters

= status
telnet | WORD |
traceroute [ WORD ]

o [ Protocol ] [ Target IP address | [ Source address | [ Numeric display
] [ Timeout in seconds ] [ Probe count | [ Minimum Time to Live ] [
Maximum Time to Live ]

undebug
o all
@ eigrp
. fsm
. packets
o ip

. ospf
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. adj

. events
. packet
] rip [ events |
. routing

vlan database
write [ erase | memory | terminal ]

Global Mode
. access-list (named ACL is under the "ip access-list" branch in Global Mode)
o <1-99>

. [ deny | permit ] [ A.B.C.D | any | host A.B.C.D ]

] [ deny | permit ] [ A.B.C.D A.B.C.D ]

. remark LINE

o <100-199>

. [ deny | permit | [ icmp | ip ] [ A.B.C.D A.B.C.D | any | host
A.B.C.D][ A.B.C.D AB.C.D|any | host A.B.C.D]

. [ deny | permit | [ tcp |udp ] [ A.B.C.D A.B.C.D | any | host
A.B.C.D][ A.B.C.D A.B.C.D|any | eq <0-65535> | host A.B.C.D | gt
<0-65535> | It <0-65535> | neq <0-65535> | range <0-65535> <0-
65535> ][ eq <0-65535> | gt <0-65535> | It <0-65535> | neq <0-65535>
| range <0-65535> <0-65535> ]

. remark LINE

. banner motd LINE
. boot system flash WORD
. cdp run

O O O O O

clock timezone WORD <-23 - 23> [ <0-59> ]
config-register WORD

enable
password
] 7 WORD
] LINE
secret [ 0 |5 ] LINE
end
exit
hostname WORD
interface

Ethernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
FastEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
GigabitEthernet <0-9>/<0-24>[ . ][ <0-4294967295> |
Loopback <0-2147483647>

Serial <0-9>/<0-24> [ multipoint | point-to-point ]
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O O O O

Vlan <1-1005>

access-list

extended
. <100-199>
= WORD
standard
. <1-99>
. WORD
default-network A.B.C.D

dhep
excluded-address A.B.C.D [ A.B.C.D ]
pool WORD
domain-lookup
host WORD A.B.C.D[ A.B.C.D ][ A.B.C.D]
name-server A.B.C.D
nat
inside source
. list [ <I-199>| WORD ] interface [ Ethernet |
FastEthernet | GigabitEthernet | Serial | <0-9>/<0-24>[ . ][ <0-
4294967295> ] [ overload |

. list [ <1-199> | WORD ] pool WORD [ overload ]
" static
. A.B.C.D AB.CD
" tcp A.B.C.D <1-65535> A.B.C.D <I-
65535>
. udp A.B.C.D <1-65535> A.B.C.D <I-
65535>

pool WORD A.B.C.D A.B.C.D netmask A.B.C.D
route A.B.C.D A.B.C.D

A.B.C.D[<1-255>]

Ethernet <0-9>/<0-24>[ . ][ <0-4294967295> ] [ <1-255> ]

FastEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ] [ <I-
255>

GigabitEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ][ <1-
255>

Loopback <0-2147483647> [ <1-255> ]

Serial <0-9>/<0-24> [ <1-255>]

Vlan <1-1005> [ <1-255>]

<0-81>[<1-81>]
console <0-0>
vty <0-15> [ <1-15>]

) mac-address-table static H.H.H interface
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o O

no

O O O O O O ©O

Ethernet <0-9>/<0-24> . ][ <0-4294967295> ] vlan <1-1005>
FastEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ] vlan <1-1005>
GigabitEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ] vlan <1-1005>

access-list [ <1-99> | <100-199> ]
banner motd
boot system flash WORD
cdp run
clock timezone
config-register
enable
password [ 7 WORD ]
secret
hostname
interface
Ethernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
FastEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
GigabitEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
Loopback <0-2147483647>
Serial <0-9>/<0-24>
Vlan <1-1005>
ip
access-list
extended [ <100-199> | WORD |
standard [ <1-99> | WORD ]
default-network A.B.C.D
dhep
excluded-address A.B.C.D [ A.B.C.D ]
pool WORD
domain-lookup
host WORD [ A.B.C.D][A.B.C.D][A.B.C.D]
name-server
nat
inside source
] list [ <1-199> | WORD ]
] static
] A.B.C.D AB.C.D
. tcp A.B.C.D <1-65535> A.B.C.D
<1-65535>
] udp A.B.C.D <1-65535>
A.B.C.D <1-65535>
pool WORD
route A.B.C.D A.B.C.D
<1-255>
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] A.B.C.D[<1-255>]
. Ethernet <0-9>/<0-24>[ . ][ <0-4294967295> ] [
<1-255>]
. FastEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
[ <1-255>]
" GigabitEthernet <0-9>/<0-24>[ . ][ <0-
4294967295> 1 [ <1-255>]
. Loopback <0-2147483647> [ <1-255> ]
. Serial <0-9>/<0-24> [ <1-255> ]
. Vlan <1-1005> [ <1-255> ]
e mac-address-table static H.H.H int
" Ethernet <0-9>/<0-24>[ . ][ <0-4294967295> ] vlan <1-
1005>
. FastEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ] vlan <1-
1005>
. GigabitEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ] vlan
<1-1005>
o router
. eigrp <1-65535>
" ospf <1-65535>
. rip
o service password-encryption
¢ spanning-tree vlan <1-1005> priority
@ username WORD
. router
o eigrp <1-65535>
o ospf <1-65535>
¢ rip
. service password-encryption
. spanning-tree vlan <1-1005> priority <0-61440>
. username WORD password
o 0 LINE
@ 7 WORD
o LINE

Standard Access List Configuration Mode

. default
o deny
. AB.CD[AB.CD]
. any
. host A.B.C.D
o permit
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= AB.CD[AB.CD]
] any
] host A.B.C.D
. deny
o AB.CD[A.B.CD]
o any
o host A.B.C.D
° exit
. no
o deny
= AB.CD[AB.CD]
= any
] host A.B.C.D
o permit
= AB.CD[AB.CD]
] any
] host A.B.C.D
° permit
o A.B.CD[AB.C.D]
o any
o host A.B.C.D
° remark LINE

Extended Access List Configuration Mode

° default

(@)

[ deny | permit ] [ icmp | ip ] [ A.B.C.D A.B.C.D | any | host
AB.C.D][A.B.C.D AB.C.D |any | host A.B.C.D ]
o [ deny | permit ] [ tcp |udp ] [ A.B.C.D A.B.C.D | any | host
A.B.C.D ][ A.B.C.D AB.C.D | any | eq <0-65535> | host A.B.C.D | gt
<0-65535> | It <0-65535> | neq <0-65535> | range <0-65535> <0-
65535> ][ eq <0-65535> | gt <0-65535> | 1t <0-65535> | neq <0-65535> |
range <0-65535> <0-65535> ]

. deny
o [icmp |ip ][ A.B.C.D A.B.C.D | any | host A.B.C.D ][ A.B.C.D
A.B.C.D |any | host A.B.C.D ]
e [tcp |udp ][ A.B.C.D A.B.C.D | any | host A.B.C.D | [ A.B.C.D

A.B.C.D | any | eq <0-65535> | host A.B.C.D | gt <0-65535> | It <0-
65535> | neq <0-65535> | range <0-65535> <0-65535> ] [ eq <0-65535>
| gt <0-65535> | 1t <0-65535> | neq <0-65535> | range <0-65535> <0-
65535>]

. exit

o no
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o [ deny | permit ] [ icmp |ip ] [ A.B.C.D A.B.C.D | any | host
A.B.CD][AB.C.DAB.CD|any|host A.B.C.D]
o [ deny | permit ] [ tcp |udp ] [ A.B.C.D A.B.C.D | any | host

A.B.C.D ][ A.B.C.D AB.C.D |any | eq <0-65535> | host A.B.C.D | gt
<0-65535> | It <0-65535> | neq <0-65535> | range <0-65535> <0-
65535> ] [ eq <0-65535> | gt <0-65535> | 1t <0-65535> | neq <0-65535> |
range <0-65535> <0-65535> ]

° permit

o [icmp |ip ][ A.B.C.D A.B.C.D | any | host A.B.C.D ][ A.B.C.D
A.B.C.D | any | host A.B.C.D ]

o [tcp |udp ][ A.B.C.D A.B.C.D |any | host A.B.C.D ][ A.B.C.D
A.B.C.D | any | eq <0-65535> | host A.B.C.D | gt <0-65535> | It <0-
65535> | neq <0-65535> | range <0-65535> <0-65535> ] [ eq <0-65535>
| gt <0-65535> | 1t <0-65535> | neq <0-65535> | range <0-65535> <0-
65535>]

. remark LINE

Ethernet / FastEthernet / GigabitEthernet Interface Mode

. arp timeout <0-2147483>
o bandwidth <1-10000000>
. cdp enable
delay <1-16777215>
description LINE
duplex [ auto | full | half ]
exit
ip
o access-group [ <1-199> | WORD ] [ in | out ]
e address
. A.B.C.D AB.C.D
. dhep
o hello-interval eigrp <1-65535> <1-65535>
nat [ inside | outside ]
o ospf

©)

authentication [ message-digest | null ]
authentication-key LINE

cost <1-65535>

dead-interval <1-65535>

hello-interval <1-65535>

message-digest-key <1-255> md5 LINE

priority <0-255>

o split-horizon

o summary-address eigrp <1-65535> A.B.C.D A.B.C.D [ <1-255>
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]
. mac-address H.H.H
o no
o arp timeout
¢ bandwidth
¢ cdp enable
o delay
o description
o duplex
o ip
. access-group [ <1-199> | WORD ] [ in | out ]
] address [ dhep ]
. hello-interval eigrp <1-65535>
] nat [ inside | outside ]
. ospf
. authentication
. authentication-key
. cost
. dead-interval
. hello-interval
" message-digest-key <1-255>
. priority
. split-horizon
. summary-address eigrp <1-65535> A.B.C.D A.B.C.D [
<1-255>]
o mac-address
e shutdown
o speed
. shutdown
. speed [ 10 | 100 | 1000 | auto ] (10/100 options are only available for
FastEthernet and GigabitEthernet interfaces and 10/100/1000 options are
only available for GigabitEthernet interfaces respectively)
Ethernet / FastEthernet / GigabitEthernet Sub-Interface Mode
. arp timeout <0-2147483>
. bandwidth <1-10000000>
o delay <1-16777215>
. description LINE
. encapsulation dot1Q <1-1005> [ native ]
° exit
° ip
o access-group [ <1-199>| WORD ] [ in | out ]
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o address
" A.B.C.DAB.CD
. dhep
o hello-interval eigrp <1-65535> <1-65535>
e nat [ inside | outside ]
o ospf
. authentication [ message-digest | null ]
" authentication-key LINE
. cost <1-65535>
. dead-interval <1-65535>
" hello-interval <1-65535>
. message-digest-key <1-255>md5 LINE
. priority <0-255>
¢ split-horizon
o summary-address eigrp <1-65535> A.B.C.D A.B.C.D [ <1-255>
]
o no
o arp timeout
¢ bandwidth
o delay
o description
¢ encapsulation dot1Q
o ip
. access-group [ <1-199> | WORD ] [ in | out ]
. address [ dhep ]
. hello-interval eigrp <1-65535>
" nat [ inside | outside ]
. ospf
" authentication
. authentication-key
. cost
. dead-interval
. hello-interval
" message-digest-key <1-255>
. priority
. split-horizon
" summary-address eigrp <1-65535> A.B.C.D A.B.C.D [
<1-255>]
o shutdown
° shutdown

Serial Interface Mode
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(@)

©)

O O O O O

O O O O O O O

bandwidth <1-10000000>

cdp enable

clock rate <1200-4000000> (only certain clock rates that are listed are
valid)
delay <1-16777215>
description LINE
encapsulation

exit

hdlc

YYY
frame-relay [ ietf |

frame-relay

ip

]

interface-dlci <16-1007>
Imi-type [ ansi | cisco | q933a ]
map ip A.B.C.D <16-1007>
broadcast [ cisco | ietf ]
cisco [ broadcast |
ietf [ broadcast |

access-group [ <1-199> | WORD ] [ in | out ]
address A.B.C.D A.B.C.D
hello-interval eigrp <1-65535> <1-65535>
nat [ inside | outside ]
ospf
authentication [ message-digest | null ]
authentication-key LINE
cost <1-65535>
dead-interval <1-65535>
hello-interval <1-65535>
message-digest-key <1-255> md5 LINE
priority <0-255>
split-horizon
summary-address eigrp <1-65535> A.B.C.D A.B.C.D [ <I-255>

keepalive

no

bandwidth <1-10000000>
cdp enable

clock rate

delay

description

encapsulation
frame-relay
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. interface-dlci <16-1007>
" Imi-type [ ansi | cisco | q933a ]
. map ip A.B.C.D
o ip
" access-group [ <1-199>| WORD ] [ in | out ]
" address [ dhep |
. hello-interval eigrp <1-65535>
" nat [ inside | outside ]
. ospf
. authentication
. authentication-key
. cost
. dead-interval
o hello-interval
. message-digest-key <1-255>
. priority
. split-horizon
" summary-address eigrp <1-65535> A.B.C.D A.B.C.D [
<1-255>]
e keepalive
© ppp
. authentication
= pap sent-username
e shutdown
* PPP
o authentication chap [ pap ]
o authentication pap [ chap ]
° shutdown
VLAN Interface Mode
o arp timeout <0-2147483>
o bandwidth <1-10000000>
o delay <1-16777215>
. description LINE
. exit
° ip
e access-group [ <1-199>| WORD ] [ in | out ]
o address
. A.B.C.D AB.C.D
" dhcep
o hello-interval eigrp <1-65535> <1-65535>
o nat [ inside | outside ]
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o ospf

o split-horizon

o summary-address eigrp <1-65535> A.B.C.D A.B.C.D [ <1-255>

]
° mac-address H.H.H

o no
arp timeout
bandwidth
delay
description
ip

O O O O O

ospf

. split-horizon
. summary-address eigrp <1-65535> A.B.C.D A.B.C.D |

<1-255>]
o) mac-address
o) shutdown

° shutdown

authentication [ message-digest | null ]
authentication-key LINE

cost <1-65535>

dead-interval <1-65535>

hello-interval <1-65535>
message-digest-key <1-255> md5 LINE
priority <0-255>

access-group [ <1-199> | WORD ] [ in | out ]
address [ dhep |

hello-interval eigrp <1-65535>

nat [ inside | outside ]

authentication
authentication-key

cost

dead-interval

hello-interval
message-digest-key <1-255>
priority

VLAN Configuration Mode

° exit
° no
o) vlan <1-1005>

o) vtp
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. client
. password
= transparent
. v2-mode
vlan <1-1005> [ name ] [ WORD |
vtp
client
domain WORD
password WORD
server
transparent
v2-mode

O O O O O O

Line Configuration Mode

access class [ <1-199>|<1300-2699> | WORD ] [ in | out ]
databits [ 5]6 |7 |8 ]

default [ databits | flowcontrol | history size | parity | speed | stopbits |
exit

flowcontrol [ NONE | hardware | software ]

history size <0-256>

login [ local |

motd-banner

no [ access-class [ <1-199> | <1300-2699> | WORD ] [ in | out ] | databits |

flowcontrol | history size | login | motd-banner | parity | password | session-
limit | speed | stopbits ]
parity [ even | mark | none | odd | space ]

password
@ 7 WORD
o LINE

session-limit <0-4294967295>
speed <0-4294967295>
stopbits [ 1 [1.5]2]

Router EIGRP Mode

auto-summary
exit
metric weights <0-8> <0-256> <0-256> <0-256> <0-256> <0-256>
network A.B.C.D[ A.B.C.D |
no
o) auto-summary
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o metric weights
network A.B.C.D [ A.B.C.D ]
o passive-interface
Ethernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
FastEthernet <0-9>/<0-24>[ . ][ <0-4294967295> |
GigabitEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
Loopback <0-2147483647>
Serial <0-9>/<0-24>
default

o variance <1-128>
. passive-interface
Ethernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
FastEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
GigabitEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
Loopback <0-2147483647>
Serial <0-9>/<0-24>
default
. variance <1-128>

©)

O O O O O O

Router OSPF Mode

. area [ <0-4294967295> | A.B.C.D ] authentication [ message-digest |
default-information originate
exit
log-adjacency-changes [ detail ]
network A.B.C.D A.B.C.D area [ <0-4294967295>| A.B.C.D ]
no
o area [ <0-4294967295> | A.B.C.D ] authentication [ message-
digest |
default-information
log-adjacency-changes [ detail ]
network A.B.C.D A.B.C.D area [ <0-4294967295> | A.B.C.D ]
passive-interface
Ethernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
FastEthernet <0-9>/<0-24>[ . ][ <0-4294967295> |
GigabitEthernet <0-9>/<0-24>[ . ][ <0-4294967295> |
Loopback <0-2147483647>
Serial <0-9>/<0-24>
default

0O O O O

. passive-interface

¢ Ethernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
FastEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
¢ GigabitEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ]

©)
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o Loopback <0-2147483647>
o Serial <0-9>/<0-24>
o default
Router RIP Mode
° auto-summary
o default-information originate
. distance <1-255>
° exit
° network A.B.C.D
. no
o auto-summary
o default-information
o distance <1-255>
o network A.B.C.D
o passive-interface
. Ethernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
" FastEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
. GigabitEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
. Loopback <0-2147483647>
. Serial <0-9>/<0-24>
= default
o timers basic
o version <1-2>
. passive-interface
o Ethernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
o FastEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
o GigabitEthernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
e Loopback <0-2147483647>
o Serial <0-9>/<0-24>
o default
° timers basic <0-4294967295> <1-4294967295> <0-4294967295> <1-
4294967295>
. version <1-2>

DHCP Pool Configuration Mode

° default-router A.B.C.D
° dns-server A.B.C.D
° exit

° network A.B.C.D A.B.C.D
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no dns-server
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Cond Jolis (i5u ol .ausS colaiwl Paste g Copy slo aeSs 3l aulyy oo jlo,8 bas j0 .0y
Sg oo slusiy Packet Tracer 4.1 (o a5 el Sljgws

User Mode

° <1-99>

° connect

° disconnect

° enable

° exit

. logout

. ping WORD

. resume [ <1-16>| WORD ]
° show
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o cdp
. entry
. * [ protocol | version |
. WORD [ protocol | version ]
. interface
. Ethernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
" FastEthernet <0-9>/<0-24>[ . ][ <0-
4294967295> ]
" GigabitEthernet <0-9>/<0-24>[ . ][ <0-
4294967295> ]
. neighbors [ detail ]
¢ clock
o dtp
¢ flash:
o history
o interfaces
. Ethernet <0-9>/<0-24> [ switchPort ]
. FastEthernet <0-9>/<0-24> [ switchPort ]
] GigabitEthernet <0-9>/<0-24> [ switchPort ]
. Vlan <1-1005>
. Switchport
. trunk
¢ ip interface
. Vlan <1-1005>
. brief
e mac-address-table
o version
o vlan
° telnet [ WORD |
. traceroute WORD
Enable Mode
o <1-99>
. clear
e arp-cache
o cdp table
o mac-address-table dynamic
o) vtp counters
o clock set hh:mm:ss [ <1-31> MONTH <1993-2035> | MONTH <1-31>
<1993-2035> ]
. configure terminal
. connect [ WORD |
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copy
running-config
. startup-config
" tftp:
startup-config
. running-config
" tftp:
tftp:
. flash:
. running-config
. startup-config
debug sw-vlan
packets
vtp
. events
dir [ flash: ]
disable
disconnect <1-16>
enable
erase startup-config
exit
logout
no debug
all
sw-vlan
. packets
= vtp
= events
ping [ WORD ]
[ Protocol ] [ Target IP address | [ Repeat count | [ Datagram size
] [ Timeout in seconds | [ Extended commands | [ Sweep range of sizes |
reload
resume [ <1-16>| WORD ]
setup
show
arp
cdp
. entry
" * [ protocol | version ]
. WORD [ protocol | version ]
. interfaces
. Ethernet <0-9>/<0-24>[ . ][ <0-4294967295> ]
" FastEthernet <0-9>/<0-24>[ . ][ <0-
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4294967295> ]
GigabitEthernet <0-9>/<0-24>[ . ][ <0-
4294967295> ]

neighbors [ detail ]

clock

dtp

flash:

history

hosts

interfaces
Ethernet <0-9>/<0-24> [ switchPort ]
FastEthernet <0-9>/<0-24> [ switchPort ]
GigabitEthernet <0-9>/<0-24> [ switchPort ]
Vlan <1-1005>
Switchport
trunk

ip interface
Vlan <1-1005>
brief

mac-address-table [ static ]

port-security

interface
Ethernet <0-9>/<0-24>
. address
. |
" begin LINE
] exclude LINE
] include LINE
. begin LINE
= exclude LINE
. include LINE
FastEthernet <0-9>/<0-24>
= address
. |
] begin LINE
] exclude LINE
n include LINE
. begin LINE
= exclude LINE
. include LINE

GigabitEthernet <0-9>/<0-24>
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. address
- |
. begin LINE
. exclude LINE
" include LINE
. begin LINE
" exclude LINE
. include LINE
" begin LINE
" exclude LINE
. include LINE
¢ running-config
o sessions
o spanning-tree
" vlan WORD
¢ startup-config
o tep [ brief ]
¢ users
o version
o vlan [ brief | id <1-1005> | name WORD ]
O vtp
" counters
. password
. status
telnet | WORD |
traceroute [ WORD ]
o [ Protocol ] [ Target IP address | [ Source address ] [ Numeric
display ] [ Timeout in seconds | [ Probe count ] [ Minimum Time to Live
] [ Maximum Time to Live ]
undebug
o all
o sw-vlan
. packets
= vtp
= events
vlan database
write [ erase | memory | terminal |
Global Mode

banner motd LINE
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boot system flash WORD

cdp run

clock timezone WORD <-23 - 23> [ <0-59> ]

enable
password

] 7 WORD
= LINE

secret[ 0 |5 ] LINE

end

exit

hostname WORD

interface
Ethernet <0-9>/<(0-24>
FastEthernet <0-9>/<0-24>
GigabitEthernet <0-9>/<0-24>
Vlan <1-1005>

ip
default-gateway A.B.C.D
domain-lookup
host WORD A B.C.D[AB.CD][A.B.C.D]
name-server A.B.C.D

line
<0-16> [ <1-16>]
console <0-0>
vty <0-15> [ <1-15>]

mac-address-table static H.-H.H vlan <1-1005> interface
Ethernet <0-9>/<(0-24>
FastEthernet <0-9>/<0-24>
GigabitEthernet <0-9>/<0-24>
no
banner motd
boot system flash WORD
cdp run
clock timezone
enable
] password [ 7 WORD ]
. secret
hostname
interface Vlan <1-1005>
1p
] default-network A.B.C.D
. domain-lookup
= host WORD [ A.B.C.D][AB.C.D][ A.B.C.D]




¢ S 5 ool (Sl 45 (5 3w dunis 3o v/

. name-server
e mac-address-table static H.H.H vlan <1-1005> int
. Ethernet <0-9>/<0-24>
. FastEthernet <0-9>/<0-24>
. GigabitEthernet <0-9>/<0-24>
o service password-encryption
o spanning-tree vlan WORD priority
e vlan <1-1005>
o vtp [ mode | password | version <1-2> ]
o service password-encryption
o spanning-tree vlan WORD priority <0-61440>
o vlan <1-1005>
. vtp
o domain WORD
e mode
. client
. server
= transparent
e password WORD
o version <1-2>

Ethernet / FastEthernet / GigabitEthernet Interface Mode

. cdp enable
. description LINE
. duplex [ auto | full | half ]
. exit
. mae address H.H.H
o no
o cdp enable
o description
o duplex
e mac-address
o shutdown
e speed
o switchport
. access vlan
. mode
. native vlan
. nonegotiate
. port-security
. mac-address

. H.H.H
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] sticky [ H.H.H ]
. maximum
. violation
] trunk [ allowed | native ] vlan
. voice vlan
. shutdown
. speed [ 10 | 100 | 1000 | auto ] (10/100 options are only available for
FastEthernet and GigabitEthernet interfaces and 10/100/100 options are
only available for GigabitEthernet interfaces respectively)
. switchport
o access vlan <1-1005>
o mode
. access
. dynamic [ auto | desirable ]
. trunk
¢ native vlan <1-1005>
o nonegotiate
o port-security
. mac-address
" H.H.H
" sticky [ H.H.H ]
. maximum <I-132>
. violation shutdown
o trunk
. allowed vlan
" WORD
" add <1-1005>
. all
. except <1-1005>
" none
. remove <1-1005>
. native vlan <1-1005>
o voice vlan <1-1005>
VLAN Interface Mode
. arp timeout <0-2147483>
. description LINE
° exit
° ip address [ A.B.C.D A.B.C.D | dhcp ]
. mac-address H.H.H
o no
¢ arp timeout
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description

ip address [ dhep |
mac-address
shutdown

° shutdown

O O O O

VLAN Configuration Mode

. exit
o no
o vlan <1-1005>
o) vtp
" client
. password
= transparent
. v2-mode
o vlan <1-1005> [ name ] [ WORD |
. vtp
o client
e domain WORD
e password WORD
o server
o transparent
o v2-mode

Line Configuration Mode

. access class [ <1-199>|<1300-2699> | WORD ] [ in | out ]

databits [ 5]6 |7 |8 ]

default [ databits | flowcontrol | history size | parity | speed | stopbits |

exit

flowcontrol [ NONE | hardware | software ]

history size <0-256>

login [ local |

motd-banner

no [ access-class [ <1-199> | <1300-2699> | WORD ] [ in | out ] | databits |
flowcontrol | history size | login | motd-banner | parity | password | session-
limit | speed | stopbits ]

parity [ even | mark | none | odd | space |

. password
@ 7 WORD
o LINE




A S ool S 4 (5 j dunis 3pileds v/

session-limit <0-4294967295>
speed <0-4294967295>
stopbits [ 1 [1.5]2]
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If two or more ports receive frames at the same time, a collision occurs and the
hub forwards a jam signal to all ports.

If one port receives a frame, the hub forwards the frame to all ports except the
receiving port..
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The repeater forwards the frame to the other port.
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It compares the receiving port's type (trunk or access) to the frame's format.

o It drops the frame if (any):
. The port is an access port while the frame has a Dotlq
encapsulation format.
. The port is a trunk port and the frame is not a Dotlq frame
o Otherwise, continue to process the frame.

It drops the frame if the receiving port is a blocking port (set by the Packet
Tracer Layer 2 Loop Breaking Protocol [PTL2LBP]) and the frame is not a
PTL2LBP frame.

It determines which VLAN the frame is destined.

o If the receiving port is a trunk (and so the frame is a Dot1q frame):
. It gets the frame's destination VLAN number from the
VLAN tag in the Dotlq header.
. It checks if it (the switch itself) has that particular VLAN
configured.
o If that VLAN is configured, it refers to that VLAN's
MAC table:
. If the frame's source MAC address is in the
MAC table, it resets the entry's timer.
] If not, it creates a new MAC entry in the
table and starts a timer for it. When the timer expires (5 min), it
removes the entry.
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. If that VLAN is not configured, the switch
broadcasts the frame to all trunk ports (except the receiving port)
that allows that VLAN number.

If the receiving port is an access VLAN (the frame is destined for that

VLAN), it continues to process it. It sends it to a higher process if (any):

The frame is a PTL2LBP frame.

The frame's destination MAC address is a CDP multicast
address.

The frame's destination MAC address is a broadcast MAC
address.

The frame's destination MAC address matches the active
VLAN interface's MAC address.
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If the frame came from a higher-level process:

o It checks if the outgoing port is up.
. If outgoing port is up, send the frame out.
. If outgoing port is not up:
. It tries to find the active VLAN interface that is up,
and then sends it out that interface.
= If it cannot find such an interface, it finds the first
VLAN that is allowed in the trunk that is configured on the switch.
= If it can find such an interface, it

encapsulates the frame with a Dot1q header with that VLAN
number tag and sends it out to the trunk.
] If no such trunk is configured, it drops the
frame.
If the frame came from a same-level process:
¢ If the outgoing port is not up (not configured), it drops the frame.
Otherwise, it continues the process
It checks if the frame's destination MAC address is a unicast. If so:
@ If the outgoing port is the same as the incoming port, it drops the
frame.
o If the outgoing port is not the incoming port:
= If the outgoing port is a trunk port:
. If the frame is a Dotlq frame
. If the trunk port allows the tag in the
frame, it sends the frame.
. If the trunk port does not allow the frame's
tag, it drops the frame.
. If the frame is not a Dotlq frame
. If the trunk port allows the VLAN that the
frame is destined for:
. The switch encapsulates the
Ethernet frame with a Dotlq header and sends it out the
trunk port.
" If the trunk port does not allow the VLAN
that the frame is destined for, it drops the frame.
. If the outgoing port is an access port:
. If the frame is a Dotlq frame
= If the frame's tag is the same as the port's
VLAN, it de-encapsulates the frame (to an Ethernet frame) and
sends it out.
. If the frame's destination tag is different
from the port's VLAN number, it drops the frame.
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. If the frame is a regular Ethernet frame:
. If the receiving port's VLAN is the same as
the outgoing port's VLAN, it forwards the frame..
. If not, it drops the frame.
o If the frame's destination MAC address is a multicast address:
o For each and every port (trunk and access):

. It checks if the destination VLAN is allowed in that port. If
so, it sends the frame out that port with the appropriate format (see the
unicast frame sending logic).

] If the destination VLAN is not allowed, or if the port is the
same as the receiving port, the switch will not forward the frame out that
port.
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The STP is a technology that allows switches and bridges to communicate with
each other to prevent loops in the network.

When a switch/bridge is added to a network, it sends out Bridge Protocol Data
Units (BPDU) announcing itself as root.

If the switch/bridge has the lowest ID, it becomes the root.

The root marks its ports as designated ports.

None-root switches/bridges mark the port closest to the root as root port. Every
none-root switch/bridge will select one root port.

o Each segment of the network will elect one designated ports:
o If the port has the lowest root ID, it becomes the designated port.
o If the port has the lowest path cost to the root, it becomes the
desginated port.
o If the port has the lowest send ID, it becomes the designated port.
o If the port has the lowest port ID, it becomes the designated port.
. Ports not marked as root or designated are marked as blocked.

When a switch receives a STP frame:

. If STP is disabled on that port, it drops the frame.
. Otherwise, it checks the frame type.
o If the frame type is configuratoin BPDU:

= [fthe frame does not contain superior information, the switch
drops the frame. The information is superior if it contains
lower root ID, lower root path cost, lower bridge 1D, or
lower port ID.
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= Records the superior information and selects new root bridge
and designated port if necessary. If the device was the root,
sends a TCN BPDU through the root port.

= [fthe BPDU is received on the root port, forward the frame
out through designated ports.

o If the frame type is Topology Change Notification (TCN) BPDU:

= [fthe frame is received on a none-designated port, the switch
drops the frame.

= [fthe device is the root, the switch sets topology change flag
to true in the BPDU.

= Jfthe device is not the root, the switch forward the frame out
through root port.
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When switch receives a frame :

. If port security is on and the receiving port is not in the dynamic mode port
security processes the frame.
o It sets the last source MAC address and VLAN on the port from the
received fram infromation.
o If any Mac entry exists with the same source MAC address :
. If the interface of the MAC entry is the same as the receiving

interface and same VLAN as the receiving interface, the frame passes
port security.

. Otherwise
. If the MAC entry 1s a dynamic entry then removes
the dynamic entry and:
. If the maximum allowed secure MAC

addresses is reached it drops the frame and goes to the
violation mode.

. If the maximum allowed secure MAC
addresses is not reached the frame passes the prot security
process.

= If the MAC entry is a static entry then it applies the

violation mode because another port in the same VLAN has the
same static MAC address.

o) If MAC entry with the same source MAC does not exist:
. If the maximum allowed secure MAC addresses is reached
drops the frame
. Otherwise frame passes the port secuirty process.

If the frame passes the security process and the sticky MAC address is on, on the
received interface. The Mac entry gets added to the MAC table as a static entry.
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A switch port can be configured with secure MAC addresses even if the port's line
protocol is down.

When the port's line protcol changes from down to up if there is a list of secure MAC

addresses for the prot waiting to be added to the MAC table, the port security checks
the MAC entries with the same VLAN address as the current port.

If there is a same MAC address on the current port which is an sticky MAC,

port security deletes the secure MAC from the list and does not add it to the MAC
table.

. If the MAC address does not exist in the MAC table then it adds a MAC entry
for that secure MAC to the MAC table.
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When the switch port on the other side of the link receives the DTP update it :

. If there is a VTP domain name mismatch it drops the frame

If the port is configured to be in access or trunk administrative mode it drops
the frame.

If the port is dynamic and is not in the nonegtiate state it processes the frame.
@ If the same MAC entry (with the same source MAC address as the
received frame) exists on the receiving port then restart the timer for that
entry.

DTP process updates the port's operational mode based on
the received DTP port status.

o Otherwise it addes a new MAC entry to the MAC table and set a timer
for it.

DTP process updates the port's operational mode based on
the received DTP port status.

To update the port operational mode DTP :

o If the number of neighbors on that port which are sending DTP frame are more
than one or is equal to zero.
o Change the operational mode of the receiving port to static access.

. If the number of neighbors is equal to 1
o If local port's administrative mode is dynamic auto

If remote neighbor's port is in the administrative mode of

desirable or trunk set the operation mode of local port to trunk, otherwise
to static access.

o) If local port's administrative mode is dynamic desirable
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. If remote neighbor's port is in administrative mode of
desirable or trunk or auto set the operation mode of local port to trunk,
otherwise to static access.

o If the local port's administrative mode is access then drop the frame
and do not process any DTP fram.
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If the switch is in VTP Transparent mode:

o Forwards VTP frame to all other trunk ports
If the VTP frame is an Advertisement Request frame:
o If the domain name on the VTP frame does not match the switch's,
then drop the frame, and stop.
o Send out a Summary Advertisement frame.
o Send out a Subset Advertisement frame.
If the VTP frame is a Summary Advertisement frame:
o If the switch's domain name is set and the one in the VTP frame is
different, then drop the frame, and stop.
o If the switch's domain name is not set, then set the domain name to be
the one in the VTP frame, and recalculate MDS5.
o) If the MD5 in the VTP frame does not match the on the switch's, then
drop the frame, and stop.
o If the version is different, then take the one in the VTP frame.
o If the config revision in the VTP frame is smaller than the one on the
switch:
. Send out a Summary Advertisement frame
o If the config revision in the VTP frame is larger than the one on the
switch:
" If the followers field is O:
. Send out an Advertisement Request frame
. Wait for the Subset Advertisement frames
¢ If the config revision in the VTP frame is the same as the one on the
switch:
" Drop the frame
If the VTP frame is a Subset Advertisement frame:
o If the domain name on the VTP frame does not match the switch's,
then drop the frame, and stop.
o If not expecting a Subset Advertisement, then drop the frame, and
stop.
o If the config revision in the VTP frame is different than the expecting
one, then drop the frame, and stop.
o If the sequence number in the VTP frame is different than the

expecting one, then drop the frame, and stop.
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o Add the subset to the reply

@ If the VTP frame is the last expecting subset:
. Update the vlan database with the received subsets
. Send out a Summary Advertisement frame
. Send out a Subset Advertisement frame
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When do switches send out Advertisement Requests:
'] When the switch detects a VTP configuration change and it is in VTP Client mode
1 When receiving a Summary Advertisement but there is no subset following it

When do switches send out Summary Advertisements:
1 When a trunk port comes up and the switch is already advertising VTP
Every 5 minutes

1 When receiving a Summary Advertisement with its config revision smaller than the
switch's

When do switches send out Subset Advertisements:

'] When a trunk port comes up and the switch is not already advertising VTP

'] When a local VLAN change is detected and the switch is in VTP Server mode

'] When the switch detects a VTP configuration change and it is in VTP Server mode
"1 After updating vlan database on the receiving of Subset Advertisements

'] When receiving a Advertisement Request How HDLC Works

HDLC is the default data link protocol for serial interfaces.

Sends keepalives periodically to the other end of the link.

When it receives a keepalive, it brings up the line protocol.

If it does not receive a keepalive from the other end for a certain period of
time, it brings down the line protocol.

o If the interface is configured to not use keepalives, it would bring up the line
protocol even if it does not receives keepalives from the other end.
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. It drops the packet if (any):
o The incoming port does not have a valid IP address or is not RIP-
enabled.
@ The source IP address is not from a directly connected network.
o The packet came from the router itself.
o The packet's RIP version does not match the router's RIP version.
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o If the packet is a request packet,
o Check the port to see if it is a passive interface.
. If it is, drop the packet.
. If it is not a passive interface, process the packet:
. Create a RIP response packet, which contains

information about a route or the entire routing table (depending on
the request).
. Send the RIP response out the same port.
. If the packet is a response packet, process it:

o Look through each RIP route portion of the packet (the portion from
address family identifier, or AFI, to the metric). A RIP packet can contain up
to 25 RIP route portions.

. Ignore any portions where (any):
. The metric is greater than infinity.
. The AFI is not the IP family.
] It is a broadcast, Class D, or Class E address.
Set the next hop to the incoming port's address.
For new routes, ignore the route portion if the metric is now 16.
For existing routes, the metric is set to 16.
If the packet contains information about a network that does not exist
in the RIP database, it is added to the database.
If a network already has an entry in the RIP database, update it with
the latest information.
@ Send out new and updated routes on the next triggered update.

O O O O
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When a router receives an EIGRP packet:

. It checks to see if the EIGRP process for the autonomous system that is
specified in the packet is enabled.
o If it is not enabled, then the router drops the packet.
o Otherwise, it sends the packet to that EIGRP process.

When an EIGRP process receives an EIGRP packet:

. It makes the following checks and drops the packet if (any):
@ The receiving interface does not have EIGRP enabled.
@ The packet does not come from the same subnet as the receiving
interface.
o The receiving interface is passive.

o It checks if the packet is a Hello packet.
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o If so, then it processes the Hello packet (skip to next section).
@ Otherwise, it checks if the packet came from an existing neighbor.
" If not, then it drops the packet.
. If the packet did come from an existing neighbor:
. It checks if the packet is an Acknowledgment
packet.
. If so, then it removes the acknowledged
packet from the neighbor's output queue.
. Otherwise, it checks the sequence number
on the packet and the neighbor's last heard sequence number.
] If the sequence number on the
packet is larger than the last heard, then update the last
heard.
= If the sequence numbers are the
same or the one on the packet is smaller than the last
heard, then it drops the packet.

. It checks if the packet piggybacks an
Acknowledgment.
= If so, it removes the
acknowledged packet from the neighbor's output queue.
" It checks if there are any
packets in the neighbor's output queue.

] If there are not,
then it sends an Acknowledgment packet back
to the neighbor.

= It checks if the packet is an Update packet.
If so, then it processes the Update packet.

= It checks if the packet is an Query packet.
If so, then it processes the Query packet.

. It checks if the packet is an Reply packet.

If so, then it processes the Rep

When an EIGRP process processes a Hello packet:

. It checks if the Hello packet has matching K values as the EIGRP process.
o If not, then it removes neighbor from the router's neighbor table.
. It checks if the neighbor already exists in the neighbor table.
o If so, then it updates the last-heard time and hold timer.
o If not, it add the new neighbor to the neighbor table, and send a full

update of its topology table to the new neighbor.

When an EIGRP process processes an Update packet:
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o It goes through all routes in the Update packet and updates the topology table.

When an EIGRP process processes a Query packet:

. It updates the topology table with the route in the query.

o It checks if updating the topology table does not cause the process to query
other neighbors.

. If it does not, then reply the best route to the queried neighbor.

When an EIGRP process processes a Reply packet:

. It makes the following checks and drops the packet if (any):
o The replied route does not exist.
¢ The network is not in ACTIVE state.
o The neighbor who replied was not queried.
. It checks if the replied route is better than the best heard in the reply table.
o If so, then it replaces the best heard in the reply table with the replied
route.
o It checks if the replied route is the last expected reply.
@ If it is, then processes the last Reply packet to a query.

When an EIGRP process processes a last Reply packet to a query:

. It replies to all queried neighbors with the best-heard route from the reply
table.

o It sets the network to PASSIVE state.

. It updates the topology table with the best route.

When an EIGRP process updates the topology table with a route:

. Checks if the network is in ACTIVE state.
o If so, it ignores the update.
. It gets the old best route and old best metric to the network.
. It adds the route to the topology table.
o It gets the new best route and new best metric to the network.
. It checks if the new best route is unreachable or there is no feasible successor.

¢ If either is true, then it queries neighbors about the route.
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. If there is no neighbor to query, then it removes the network
from topology and routing table.
o If the new best route is feasible, then it adds all successors for the
network to the routing table.
. Update neighbors.
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When a router receives an OSPF packet:

. It checks to see if an OSPF process is enabled on the port that received the
packet.
o If it is not enabled, then the router drops the packet.
e Otherwise, it sends the packet to that OSPF process.

When an OSPF process receives an OSPF packet:

. It makes the following checks and drops the packet if (any):
The receiving interface does not have OSPF enabled.
The packet does not come from the same subnet as the receiving
interface.
The receiving interface is passive.
The packet is for (backup) designated router and the router is not.
The authentication failed for the packet.
. It checks if the packet is a Hello packet.
If so, then it processes the Hello packet (skip to next section).
¢ Otherwise, it checks if the packet came from an existing neighbor.
] If not, then it drops the packet.
. If the packet did come from an existing neighbor:
. It checks if the packet is a Database Description
packet (DDP). If so, then it processes the DDP.
. It checks if the packet is a Link State Request (LSR)
packet. If so, then it processes the LSR.
. It checks if the packet is a Link State Update (LSU)
packet. If so, then it processes the LSU.
. It checks if the packet is a Link State
Acknowledgment (LSAck) packet. If so, then it processes the
LSAck.

o O

O

O

@)

@)

When an OSPF process processes a Hello packet:
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o It checks if the Hello packet has matching hello & dead timer values as the
OSPF process.
@ If not, then it prints out a warning message and drops the packet.
o It checks if the neighbor already exists in the neighbor table.
o If so, then it resets the dead timer.
o If not, it adds the new neighbor to the neighbor table and sets the
neighbor state to 2-WAY.
. The adjacency is established with the neighbor if:
. The underlying network is point-to-point.
. The underlying network is broadcast and the router

itself is designated router, backup designated router, the neighboring
router is designated router, or the neighboring router is backup
designated router.
. It checks if backup designated router is present.
o If not, then it performs designated router election after wait timer
expires.

When an OSPF process processes a Database Description packet:

. If the state is exstart, the master/slave relationship is formed based on router
ID. The neighbor state is updated to exchange.
. During the exachange state, the OSPF process goes through all the link state

advertisement (LSA) headers stored in the packet. If the router does not have the
LSA described in the header, it stores the header in the queue.

o If there are no more DDPs, the neighbor state transitions to loading. The
headers stored in the queue are used to generate LSRs.

When an OSPF process processes a Link State Request (LSR) packet:

o It looks up its Link State Database and puts the information in the Link State
Update (LSU) packet and sends to the adjacent neighbor.
o After all the corresponding LSUs are received for the LSRs, the neighbor state

transitions to full.

When an OSPF process processes a Link State Update (LSU) packet:

° It valids the LSA's checksum. If the checksum is invalid, discard the LSA.
It checks the LSA's type. If the type is unknown, discard the LSA.
. It checks the LSA's age. If the age is equal to maximum allowed value and

there is currently no instance of the LSA in the router's database, and none of
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router's neighbors are in states exchange or loading, then the router sends an

acknowledge.

° If the LSA is not in the database or is newer, add to the database.

o If the LSA is the same instance as the database copy, and the LSU is not used
as implied acknowledgment, send a LSAck to the neighbor.

. If the database copy is more recent, discard the LSA without acknowleding it.

When an OSPF process processes a Link State Acknowledgment packet:

J It checks neigbhor's state. If the neighbor is in a lesser state than exchange,
discards the packet.
. It checks if the acknowledgment is for an instance of LSA stored in the

retransmission list for the neighbor. If yes, the OSPF process removes the LSU
from the retransmission list.

When an OSPF process updates the routing table with a route:

. All routers in the same autonomous system belonging to the same area should
have identical database.
. After a LSA has been added to the database, the OSPF process starts a timer.

The router performs shortest patch first (SPF) caculation after the timer expires.
The SPF algorithm uses LSAs stored in the database to generate OSPF routes. The
routes are added to the routing table.

L oliws j0 (699, ICMP b acus wi3loy Soia YAy

When a device receives an ICMP packet:

. It checks the ICMP message contained in the packet.
o If the packet contains the message "TTL Exceeded" or "Echo Reply."
. It checks to see if it has recently sent an ICMP message with
the same identification as the received ICMP message.
. If so, it sends out the ICMP.

b o Kiwo buwgs UDP S Cownlw K v’l’a)’b).; ‘sfagfa fay

This procedure explains how a device sends and receives UDP segments.

. When the device receives a segment:
@ It de-encapsulates it and examines the UDP header for port
information.
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o It then maps the local port information and sends the payload up to a
higher layer (the application layer) for processing.

. If it cannot find the upper process based on the port
information, it drops the segment.

When the device wants to send a segment:
o It encapsulates the payload with a UDP header.
o It sends the segment to the lower layer for processing.
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When the device receives a TCP segment:

. If there is no socket listening at the destination port or no connections
matching the source and destination IPs and ports:
0 Drop the segment and stop
o If the connection is not in LISTEN state:
@ If the sequence number in the received TCP header is 1 less than the
connection's sequence number
. Mark this as a duplicate segment
@ If the sequence numbers are the same
. If the TCP header is not an empty ACK:
. Increment the sequence number
¢ Otherwise:
] Drop the segment and stop
0 If the ack number in the received TCP header is 1 more than the
connection's sequence number
. Increment the connection's sequence number
. Pop out the last sent segment in buffer
. If there are more segments in buffer
. Send the next segment
@ If the TCP header is not an empty ACK
. Send an ACK
o If this is a duplicate segment
. Drop segment and stop
. If the connection is in LISTEN state:
0 Start a new connection
o Send a SYN + ACK
o Set the new connection's state to SYN RECEIVED
. If the connection is in SYN SENT state:
¢ If the TCP header is a SYN + ACK
. Send an ACK
. Set the connection's state to ESTABLISHED
o If the connection is in SYN RECEIVED state:
¢ If the TCP header is an ACK
. Set the connection's state to ESTABLISHED
. If the connection is in ESTABLISHED state:
@ If the TCP header's PUSH flag is set:
. Send the data to the higher layer
o Otherwise, buffer the data
J If the connection is in FIN. WAIT1 state:

o) If the TCP header is a FIN
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= Set the connection's state to CLOSING
o If the TCP header is an ACK
. Set the connection's state to FIN. WAIT 2
. If the connection is in FIN. WAIT 2 state:
o) If the TCP header is a FIN
. Set the connection's state to TIMED WAIT
. If the connection is in LAST ACK state:
o If the TCP header is an ACK
= Set the connection's state to CLOSED
° If the connection is in CLOSING state:
o If the TCP header is an ACK
. Set the connection's state to TIMED WAIT

DHCP sy couds buwgi' (8L yo b iy 55100 (SigSr Yy

When a DHCP client device receives a packet:

. It drops the packet if (any):
o The packet is not a valid DHCP packet.
@ The packet's destination MAC address does not match its own MAC
address.
o It checks the packet's DHCP type (its DHCP message).
o If the packet is a DHCP-OFFER packet, it uses the information in the

packet (including client IP address, offered IP address, server IP address, and
gateway address) to construct an DHCP-REQUEST packet and sends it back
to the server.

¢ If the packet is a DHCP-ACK packet, it gets the IP address, subnet
mask, and the gateway IP address from the packet and sets its IP address
configuration accordingly.

¢ If the packet is not a DHCP-OFFER or a DHCP-ACK packet, it will
drop the packet.

DHCP )3 bwgi' (8L 50 (s du 5515 5 (S5 Yo

When a DHCP server device receives a packet:

. It drops the packet if:
e The packet is not a valid DHCP packet.
. It checks the packet's DHCP type (its DHCP message).
o If the packet is a DHCP-OFFER packet, it uses the information in the

packet (including client IP address, offered IP address, server IP address, and
gateway address) to construct a DHCP-REQUEST packet and sends it back to
the server.
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o If the packet is a DHCP-ACK packet, it gets the IP address, subnet
mask, and the gateway IP address from the packet and sets its IP address
configuration accordingly.

o If the packet is not a DHCP-OFFER or a DHCP-ACK packet, it will
drop the packet.

TELNET copMs o Slas K552 Vay

o TELetype NETwork is a network protocol that utilizes TCP/IP protocol stack
to establish a client/server connection. The user starts a TELNET client process on
a PC or a Cisco device using telnet command with server IP address. The TELNET
server, usually listens on TCP port 23, awaits client connection requests. A
TELNET packet is generated from the clinet process when a key is pressed.

When a TELNET client receives a packet:

o If the packet is not a valid TELNET packet, it drops the packet.
. Otherwise, it writes the received the information stored in the packet onto the
screen.

TELNET g 5,Skos Sig5n Yas¥

o TELetype NETwork is a network protocol that utilizes TCP/IP protocol stack
to establish a client/server connection. The user starts a TELNET client process on
a PC or a Cisco device using telnet command with server IP address. The TELNET
server is started automatically on a Cisco router or switch. The server listens on
TCP port 23 awaiting client connection requests.

When a TELNET server receives a packet:

o If the packet is not a valid TELNET packet it drops the packet.
. Otherwise, it checks the packet and:
o If the information received is part of a command, it sends an echo
back to the client.
o If the server is able to determine the command entered by the client, it
sends the result back to the client.
o If the server does not understand the information received, it sends an
error message back to the client.
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When DNS client needs to find the IP address of a domain name:
° If the DNS client is enabled on the client:
o) If DNS client finds the IP address of the domain in its cache it
resolves the domain address.
@ DNS client constructs a query with the domain name and sends the

query through a DNS resolver to:
. If the client is configured with a valid DNS server address, it
constructs a query with a unicast address.

. Otherwise to broadcast address.

¢ DNS resolver sets a timer

0 If the received DNS response contains a resolved IP address for the
queried domain. then it stops timer and segment passes the DNS resolver
process.

¢ If the received DNS response does not contatin a resolved IP (invalid
IP) it drops the segment.

o If the DNS resolver does not receive any response packet and timer
expires:
. DNS resolver tries to resend the query up to 5 times.
. If the response is not received after 5 retry it gives up and

send a message to the client that it did not find any IP address for the
domain name.

When a DNS server device receives a packet:

. If the DNS service is enabled on the device and the received packet is a DNS
query:
o If the DNS server finds a domain name in its database with the name
in the query packet, it constructs the response packet with the IP address
and sends it back .
o Otherwise it sends an empty response packet back to the sender.
. Otherwise it drops the frame.

HTTP s Slos 5552 Vau¥

When a client needs to find a webpage from a server:

. If the address is empty or starts with anything else rather than http protocol it
drops the request since it is not supported in the PT4.1
. If the address is an IP address or starts with http:// the HTTP client processes it



i 659 gmolS (51 4S5 3w i 2o v/

o The HTTP client first finds the server IP through the server name by
parsing the address in the address bar and:
. If server name is not found it tries to resolve the domain
name through a DNS query.
. If server name is found it gets the IP address.
¢ HTTP client constructs a request HTTP segment and connects the

server through TCP sockets and starts a timer for its request.

When a HTTP client receives a packet:

. If the HTTP message has the HTTP OK code it fetch the page from the
message and displays the message
. Otherwise HTTP page displays an error page.

When HTTP server receives a request:

. If the HTTP service is enabled and a TCP connection with HTTP client is
established:
o If the HTTP request is HTTP GET:
= If the username and password in the HTTP request is not
correct:
= The server sends back an unauthorized error
message to the client.
. Otherwise:
. If the requested page exists on the server:
. The server creates a response packet
and sads back a HTTP reply to the client.
= If the requesting page does not exist on the server:
" The server sends back an error message to
the client.
o Other message codes are not supported in this version of PT and

server drops the packet.
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When a TFTP server receives a packet:
o If the packet is a READ request:
¢ If the file with the requested name exists on the TFTP server:
. Start a write session with the client
@ If the file with the requested name does not exist on the TFTP server:
. Send back a TFTP ERROR packet to the client
. If the packet is a WRITE request:
o Start a read session with the client
. If the packet is anything else:
¢ Drop the packet and stop

TETP <oy 9 595w bwsi (6999 g dims (5510 5y (SNo5s Yau¥

When a TFTP server or client receives a packet during a session:

. If the packet is a READ or WRITE request:
0 Drop the packet and stop
. If the packet is a DATA packet:
e If the session is a WRITE session or the block number on the packet
is not the expecting one:
. Drop the packet and stop
o Save the data on the packet
o Send back an ACK packet
e Increment the block number
¢ If this is the last packet:
o Write data to file
. Stop the TFTP session
. If the packet 1s an ACK packet:
¢ If the session is a READ session or the block number on the packet is
not the expecting one:
" Drop the packet and stop
¢ If this is not the last packet:
. Increment the block number
. Send the next block of data in a DATA packet
¢ If this is the last packet:
. Stop the TFTP session
o If the packet is an ERROR packet:

o Stop the TFTP session
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When a router receives a packet:

o It checks if the receiving port is a NAT outside port.
o If so:
. It checks to determine whether the packet is UDP, TCP or
ICMP to get the packet's source and destination port.
. It refers to the NAT table (using the global addresses) for the
neccessary translation.
. If it finds a match for the packet (a translation
exists):
. It replaces the inside address and port with
the local version.
. It translates the destination IP address and
port
o If the receiving port is not a NAT outside port, or if it is a NAT
outside port but the requested IP address is not in the NAT table:
. The router checks to see if there is a route to the destination
IP.
. It drops the packet if (any):
] There is no route.
" It finds a route, but the outgoing port of
that route entry is the same as the receiving port.
. If there is a route, it sends a reply with the receiving
port's MAC address.

(NAT (52315 51) Sl oo buwgs' (29,5 b dows (0510 5y (N5

When a router wants to send a packet out a port:

. It checks if the outgoing port is a NAT inside port.
o If so:
. It looks up its NAT table for the necessary translations.
. It captures the packet's source and destination ports and sets
a timer for the packet (depending on the packet's encapsulation type).
. For a TCP packet the timer is 24 hours.
. For a UDP packet the timer is 5 minutes.
. For an ICMP packet the timer is 1 minute.
] It looks up the NAT table
¢ If the receiving port is not a NAT outside port, or if it is a NAT
outside port but the requested IP address is not in the NAT table:
. The router checks to see if there is a route to the destination

IP.
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. It drops the packet if (any):
. There is no route.
. It finds a route, but the outgoing port of
that route entry is the same as the receiving port.
. If there is a route, it sends a reply with the receiving

port's MAC address.
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When a device sends an IP packet:

o If the destination IP is a broadcast, it sets the packet's destination MAC address
to the broadcast MAC address and sends the packet out.
. If the destination IP is a multicast, it sets the packet's destination MAC address
to the multicast MAC address and sends the packet out.
o If the destination IP is a unicast, it looks up the ARP table to see if the
destination IP matches an entry's IP address in the ARP table.
o If a match exists, it:
= Sets the packet's destination MAC address to the entry's
MAC address.
= Sends out the IP packet.
o If a match does not exist, it:
. Drops the IP packet.
= Sends an ARP request out.
= Adds that request to the list of ARP requests.
. Sets and starts the timer for it as it waits for an ARP reply.

b olows buwgi ARP bololis Jlo ) SigSa

When a device wants to send an ARP request:

. It will NOT send the request if (any):
@ The sending port is down.
o The sending port does not have a valid IP address.
o A request for the same IP address is already sent.

o If none of the above is true, it proceeds with the ARP request. It:
Constructs an ARP request for the IP address in question.
Sets the destination MAC address to the broadcast address.
Adds the request to the list of existing requests.

Sets and starts a timer for this request.

Sends the request.

Waits for an ARP reply.

Drops the request from the list if time expires.

O O O O O O O

L oliws bawgi ARP 604955 sl dimn o310y Nieia

When a device receives an ARP packet:

o It drops the packet if (any):
@ The receiving port is not up.
o The device is a switch and an active VLAN interface is not up.
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o The packet's source IP is not in the same subnet as the receiving port's
subnet.
. If the above is not true, it proceeds to process the packet:
@ It checks to see if the packet is an ARP request or an ARP reply.
o If the packet is an ARP request, it checks to see if the packet's
destination IP matches the receiving port's IP address.
. If they match, the device sends a reply with the receiving
port's MAC address.
. If they do not match:
. If the device is not a router, it drops the packet.
= If the device is a router, refer to "How routers
process ARP requests."
¢ If the packet is an ARP reply, the device checks if it submitted a
request for the [P address found in the reply.
. It drops the packet if there is no such request in the list.
. If the packet is in the ARP request list:
. The device now removes the request from the list.
o If the ARP table does not contain an entry with the

IP and MAC addresses found in the packet, it will make a new entry
with those addresses.

. If the ARP table already contains an entry with the
IP and MAC addresses found in the packet, it just resets that entrys
timer. That entry will be removed from the table when its timer
expires.

b yumno wgd ARP sla canlgs ;0 0310 g (Sigia

When a router receives an ARP packet (continuing from "How devices process
incoming ARP packets"):

o It checks the NAT status on the receiving port.
o If the receiving port is a NAT outside port, the router checks the NAT
table for the packet's destination IP.
. If the requested IP address is in the NAT table, the router
sends a reply with the receiving port's MAC address.
o If the receiving port is not a NAT outside port, or if it is a NAT
outside port but the requested IP address is not in the NAT table:
. The router checks to see if there is a route to the destination
IP.
. It drops the packet if (any):
. There is no route.
. It finds a route, but the outgoing port of

that route entry is the same as the receiving port.



e 659 gmolS (51 4S5 3w i 2o v/

. If there is a route, it sends a reply with the receiving
port's MAC address.

ACL » ,SJ.».: 0 g%
When a Router receives a packet on an interface:
. ACL checks for inbound ACL and if inbound ACL is configured on the
interface:
o If inbound ACL is empty, it permits the packet.
¢ If inbound ACL contains statements:
. If the packet matches the criteria of any of the statements
and:
. If the statement permits the packet, it passes the
ACL process.
. If the statement denies the packet it drop the packet.
. if there 1s no match in the list ACL drops the packet by
default.
When a Router sends a packet on an interface:
. ACL checks for outbound ACL and if outbound ACL is configured on the
interface:
o If the packet is generated locally it permits the packet.
o If the outbound ACL is empty, it permits the packet.
o If outbound ACL contains statements:
. If the packet matches the criteria of any of the statements
. If the statement permits the packet, packet passes
the ACL process.
. If the statement denies the packet it drop the packet.
. if there is no match in the list ACL drops the packet by

default.
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