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Remote Desktop Connection

@ An authentication error has occurred.
The function requested is not supported

Remote computer: isatisserver
This could be due to CredSSP encryption oracle remediation.
For more information, see https://go.microsoft.com/fwlink/?linkid=866660
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An authentication error has occurred.

The function requested is not supported

Remote computer: XXX. XXX XXX XXX

This could be due to CredSSP encryption oracle remediation.

For more information, see https://go.microsoft.com/fwlink/€linkid=866660
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computer configuration > administrative Template > system > Credential Deligation

“ Run X

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open:

OK ' Cancel Browse...
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Encryption Ovacle Remediation Setting
242 Allow defegating default cradentisls with NTLM-cnly server

Edit puicradien A
Reguiremnents
At least Windows Vista T JOw Jeegabng Tres JoTan
, I Allow defegating fresh credentials with NTLM-only servera.
Omcription:

1 Remote host aliows defegation of non-exporiable credentials
L Allow defegatng saved credentiais

e Remedation

Protection Level: |\f'ulnelahle

% pobcy wetting apples to I Aow defegating saved credentials with NTLM-only server o...
apphcatons using the CoedSP 1 delegati sut credentiols
component (for exsmple: Remote i ::'W w:ih e
Desktop Coemection). i Deny delegating credentiols
i Deny delegating saved credentinls
Some versom of the CredSSP 3. Restnict delegation of credentinds to remate servers
protocol we vinesable to an
Device Health Attestation Service encrypbon oracle attack ageinst
| Device Instalistion the K;;:n:‘m‘k);r::r:::‘
com ) vu
= Df‘“”c'm chents and servers. This policy
Disk Quetes abiows you to tet the level of
. Dvsplay protection desired for the v
= Distnbuted COM encryption oracle winersbsiity. < >
~ Dewver Instalation v\ e (Shanciard |
12 settingis]
A Encryption Oracle Remediation O x
[ Encryptien Oracle Remediation Previous Setting | | Next Setting
() Mot Configured - Comment:
(®) Enabled
() Disabled
supported on: [ af jeast Windows Vista
Opticons: Help:
V| Encryption Oracle Remediation ~

This policy setting applies te applications using the Cred55P
compeonent (for example: Remote Desktop Connection).

Some versions of the Cred55P protocol are vulnerable to an
encryption oracle attack against the client. This policy controls
compatibility with vulnerable clients and servers. This policy
allows you to set the level of protection desired for the
encryption oracle vulnerability.

If you enable this policy setting, Cred55P version support will be
selected based on the following options:

Force Updated Clients: Client applications which use CredS5P
will not be able to fall back to the insecure versions and services
using CredS5P will not accept unpatched clients. Mote: this
setting should not be deployed until all remote hosts support the
newest version,

Mitigated: Client applications which use CredS5P will not be able |,

oK || Tz || Apply |
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BN C:\WINDOWS\system32\cmd.exe _ =

Microsoft Windows [Version 10.€.17134.81]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\isatisserver>gpupdate /force

Updating policy...

Computer Policy update has completed successfully.
User Policy update has completed successfully.
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[HKEY LOCAL MACHINEISOFTWARE|Microsoftl|Windows|CurrentVersion|Policies|Syste
m|CredSSP|Parameters] ‘AllowEncryptionOracle "=dworad:00000002
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