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Programs (2)
@ Mozilla Firefox
ﬁ Windows Firewall with Advanced Security
Control Panel (4)
P Windows Firewall
P Allow a pr( el

#P Check fire{ Set firewall security options to help protect your comput
¥ Check sec and malicious software.

Sticky Notes (Windows Sticky Notes) (1)

25 541, Advanced Settings o cuow g 5l
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() | # » ContrctPanel + Al Contret Panel ems > Windows Firewsd w | 49 | Search Comtos Panet
ontrel P, Home o "
< i Help protect your computer with Windows Firewall
Allow & program of festure Windows Firewall can help prevent hackers or malicious software from ganing access 10 your compater
through Windows Firewal through the Internet or a network,
% Change notdfication settings How does 2 firewsl help protect mry computer?
& Tum Windows Firewst on ot What ace network locations?
off
W Restors defauty Update your Firewall settings
Advanced setting: Windows Firewall & not using the recommended T .
settngs to protect your computer. [ % Use recommended settings
Troutdeshoot mvy network
What ave the recommended settings?
. ° Home or work (private) networks Not Connected (¥
. 0 Public networks Connected ()
Natworks in puiblic places such a3 aitpoets or coffee thops
Windows Firewall ttate of
Incoming connecticns: Block all connections to programns that ase not on the
Ist of allowed programs.
Active pubbe netwerks: . §
AT tadbwemndad
Acton Center Notificaticn wtate: Notify me when Windows Firewall blocks & new
Network and Sharing Center ooy

18 SIS New Rule (gq) conly o (g9t 5l oo 9 155 Sl 1) Inbound Rules o cuas gio 5l 3500 jb a5 (gloyoxiy )

Fle Acmo  View Hep

«« 2@ I BE
IR i ]
B Conmection Security Rues | & Bonour Service Poblc Y
. B Meadomg O sonjour Servce Peblc  Yes "
@ sonpeur Servce Pubbc  Yes
@ 2onjeur Servce Puble  Yes
@ cownicader Poblc Yo
@ 2ownicater Publc  Yes
0 Feeton (C\Program Files (5] Mozila Fu... Prvate  Yes
0 Freetox (C\Program Files (86] Mesils Fe... Prvate  Yed
@ Knpersky Adminatraton Kit Publc  Yem
owmﬂ Prvate Ve
0 aspersky Adranatration Kt Domam  Yes
0 Kaiperky Securty Center WDS Prvate  Yes
0 Karpersiy Security Center WDS Povate Ve
& Kaspessiy Security Center WDS Publc  Yes
0 Kaspersky Securmy Center WDS Publc  Yes
) Katpersky Security Center WDS Domam  Yes
@ Karpersky Security Center WDS Domain Vet
8 Microsoft Otice Outiook Prvate  Yes
O Mcresott Onediote Pevate  Yes
@ Microsoh OeeNcte Pevate  Yer
& Microsott SharePout Workspace Prvate  Yeu
& Microsoft SharePownt Workspace Prvate Yes
@ Neso Bl ray Playes Puble  Yes
€ Nevo Blo-rey Player Publc Ve
@ rv0sHon L
) raurmens Puble Yoo
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Select the type of firewall nde to create

Custom nue.

Steps:

@ Rue Type What type of rule would you ke to create?

@ Program

@ Action @ Program
e Profie Rule that controls connections for a program.
; @ Name -

Rule that controls connections for a TCP or UDP port.
. Predefined:
BranchCache - Content Retneval (Uses HTTP)
Rule that controls connections for a Windows experence.

S Next g9y 5 408 3)lg 1y ,ai 590 J38le 5 ol 2l LB ol 5 08" SIS This program path s e 4y 5 (g5, Caond ol

A
| 1 B i A 2 e s |- i
[ B | W Fiver by Protie »
‘ T e by Shate »
o Nie Tyoe Do tha e scoly o o srograms or & spechic geogem? L
YV Fer by Group »
v Pogam
View »
 Aoson A progroms.
o Poite Pl apcies to o Be G Refres
* N » Bipetle.
— =] "~
' Example © P program e
| Oy
| o~ y
J |« ProgeamFien » WinkAR o | 49 || Seacn Wekas »p
| C\.J____ _— . —
Organe » New tebder E- 3 0
| ot Favernes A Namae N Quts modfied Tspe
2 Desktop l 5T Aceldloadec e girat Agpiac st
8 Dcwmicads o FiReoe HYaY Zogstier
& Geogle Drve B Unntatone 1rae .
Laom s ot wockwre crooeme - —
2, Pecert Paces 57 UnRAR e Y-\t
B WedAR e vt sopheaien i
B 4 Lares
& Aepr
L { + Documents
» T | ' Music
SomartF 1P Chert -
& 5mantf 1P Clare o Pictures Sy - .
| € stuneel (GUT Versinn) R viseon -
@ stumeel (G Versor) Fde name: v [Program e -
. - ‘e ) ] e —— -
= ! I
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"~ Allow the connection

@ Action This includes connections that are protected with IPsec as wel as those are not.
@ Profie

~ Alow the connection if it is secure
¢ Name

This includes only connections that have been authenticated by using IPsec. Connections
wil be secured using the settings in IPsec properties and ndes in the Connection Security
Rule node,

@ Block the connection |

3m more about action:

| <Back [ Net> || cance |

Public s DOMain a5 aw ya 45 1S o Ol |y 39 dgume Ll 4 )] (o yian aaliy oyl lgs o0 o (claSuis g5 Profile als o,
18 SIS Next g, ¢ 48 Ol | Private 4

& Program
& Action [¥] Domain
& Profie Applies when a computer is connected to its coporate domain.
& Mame [/] Private
Applies when a computer is connected to a private network location.
[¥] Public

Applies when a computer is connected to a public network location.
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I & Action

@ Frofie Narme:
2lgals b

& MHamea =
Description foptionalk

<Bock || pmisn || Cance |

S 1,55 30 Outbound Rules > 1, Y GY Jsly
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